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Cryptocurrency definition

cryp·​to·​cur·​ren·​cy | \ ˌkrip-tō-ˈkər-ən(t)-sē  , -ˈkə-rən(t)-sē \

plural cryptocurrencies

: any form of currency that only exists digitally, that usually has no central issuing 
or regulating authority but instead uses a decentralized system to record 
transactions and manage the issuance of new units, and that relies on 
cryptography to prevent counterfeiting and fraudulent transactions

(Merriam-Webster dictionary)

https://www.merriam-webster.com/dictionary/cryptography


From: https://www.maltego.com/images/uploads/iceberg-graphic-v2.png



Is All Crypto Bad?
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Is All Crypto Bad?

TRM Labs, 2025 Crypto Crime Report



Why is Cryptocurrency Attractive to Criminals 
(including Traffickers)?

In addition to there being a lack of crypto investigative specialisation in law 
enforcement and generally a lack of crypto knowledge in society (thereby 
making deceiving potential victims easier): 

There is a 
perception amongst 
much of the 
population that 
crypto is 
anonymous. 

Pseudonymous 

It is easy to 
transport across 
borders because it 
is digital and 
thereby 
“weightless”. 

Weightless

Transactions can 

clear across the world 

at a relatively quick 

speed (and are, 

largely, immutable). 

Speed

It is not limited by 

traditional physical 

borders, fiat rules, or 

traditional limitations.

Borderless
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The Bottom Line Up Front

         Cryptocurrency is here to stay

         Cryptocurrency intersects all forms of criminal activity

Cryptocurrency is not anonymous
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The Bottom Line Up Front

         Cryptocurrency is here to stay

         Cryptocurrency intersects all forms of criminal activity

Cryptocurrency is not anonymous

If a crime involves the storage or transfer 
of money, then it can - and will - be 

committed using cryptocurrency too.
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Human trafficking can 
occur via the DN and 
DNMs, however many 
times these are scams 
or scam attempts. 

Human 
Trafficking

Ways that Human Trafficking & Exploitation 
Appears on the DarkNet
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Human trafficking can 
occur via the DN and 
DNMs, however many 
times these are scams 
or scam attempts. 

Human 
Trafficking

Recruitment is largely still done via 
conventional methods (i.e. Loverboy 
schemes, preying on vulnerable 
populations, etc.) There is evidence 
of traffickers working to collaborate 
on the DN though. 

Sex Trafficking 
Recruitment

Ways that Human Trafficking & Exploitation 
Appears on the DarkNet
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Human trafficking can 
occur via the DN and 
DNMs, however many 
times these are scams 
or scam attempts. 

Human 
Trafficking

CSAM does proliferate on the 
DarkNet and via cryptocurrency 
(those are not mutually exclusive 
though). 

Child Sexual Abuse 
Material

Recruitment is largely still done via 
conventional methods (i.e. Loverboy 
schemes, preying on vulnerable 
populations, etc.) There is evidence 
of traffickers working to collaborate 
on the DN though.

Sex Trafficking 
Recruitment

Ways that Human Trafficking & Exploitation 
Appears on the DarkNet
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Pay a subscription 
(often monthly) and get 
access to 
folders/servers with 
CSAM. Sometimes this 
can be PPV. 

Subscription & PPV 
Models

Often live streaming abuse 
facilitated on everyday video 
chatting platforms

Trafficking to Produce New 
CSAM

Main CSAM Structures via Cryptocurrency
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Sex Trafficking Accepting 
Cryptocurrency
Cross-border Sex Traffickers Increasing 
Crypto Acceptance

Increasingly, sex traffickers are accepting 
cryptocurrency as a payment. Borderless. 
Perceived anonymity. Ease of transfer. 

There are numerous profiles in multiple 
countries which appear to be ads 
displaying potential trafficking victims 
accepting cryptocurrency – this presents 
opportunities for investigators.
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Hi guys! I m wild girl from 
Ukraine :) Juicy model Onlyfans! 
I love sex , love sucking your hot 
dick and squirt is included ! 
Let’s meet and I promise you ll 
enjoy ! I ACCEPT CRYPTO USDT 
Contact me for book time, 
baby:)

Ad for Bucharest, Romania
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Hello. My name is Karina . I am a luxury 
escort in Warsaw I came here to make all 
your dreams true. Feel real heaven in 
time while we are meeting. Contact only 
by WhatsApp ! Payment : crypto / cash 
Please you book meeting before, better 1 
before. Booking only by WhatsApp.

Ad for Warsaw, Poland



Blockchain Analytics – Ransom Address example

Slide redacted for external sharing
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February 2020

Source: https://www.wired.com/story/starlink-scam-compounds/
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August 2024

Source: https://www.wired.com/story/starlink-scam-compounds/
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October 2019
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November 2021
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December 2024
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Finding innovative & efficient 
ways to cut across ”red tape” 
and deconflict cases is critical.

International 
Deconfliction

Information on the blockchain 
and know your customer 
information from 
cryptocurrency businesses can 
be critical pieces of evidence. 

Blockchain 
Analytics / KYC

Using investigative payments 
to effectively “dust” a suspect 
can be a powerful investigative 
tool – place well being of victim 
first. 

Investigative Payments

What’s the Good News?



Thank you!

Amélie Sieffert
Criminal Intelligence Analyst
European Anti-Trafficking Program

asieffert@ijm.org
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