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AI for Bad

*AI may be understood as machines or computer systems that think and act humanly by 

executing tasks that generally require human intelligence or that think and act rationally 

by focusing on logic and carefully considering all options.



Criminal networks quickly adapt to emerging 

technologies, including Artificial Intelligence (AI). 

The same qualities that make us excited about AI—

accessibility, versatility, and sophistication—also 

make it appealing to criminals.
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AI enables criminals to achieve more 

Reach more victims, be more targeted in 

their approach, and expand their global 

reach 

with fewer resources.



Telegram: White Shark Channel.

“Selling a Chinese man in Sihanoukville just smuggled from China. 

22 years old with ID card, typing very slow.”

“Cambodia, Sihanoukville, six Bangladeshis, can type and speak 

English.”



“There’s a technical community within the offender space, particularly dark web forums, where 

they are discussing this technology. They are sharing imagery, they’re sharing [AI] models. 

They’re sharing guides and tips.”



Llama3.1 8B response to a simulated 

request to translate a threat to a potential 

victim (tested August 2024).

Llama3.1 8B response to a simulated 

refactored request to translate a threat 

to a potential victim (tested August 

2024).



Key Recommendations for Policymakers

1.Upgrade data gathering processes to track criminal use of AI, look to initiate a coordinated 

database

Look at rules and regulations and discuss the responsibilities of technology companies who 

operate digital platforms as it relates to trafficking in persons

1.Update relevant processes and guidance for technology companies to report and share with 

relevant state authorities all cases of misuse of AI related to suspected TIP cases

Begin research initiatives to monitor the use of AI by human traffickers

1.Programmes (and of course resourcing for this) to raise awareness of the threat of sophisticated 

online recruitment techniques, and the broader challenges potentially posed by AI (money 

laundering risks, potential for visa fraud, identity theft etc etc.)

1

2

3

4

5



AI* for Good

*AI may be understood as machines or computer systems that think and act humanly by 

executing tasks that generally require human intelligence or that think and act rationally 

by focusing on logic and carefully considering all options.



“Computers are incredibly fast, accurate, and 

stupid: Humans are incredibly slow, inaccurate, 

and brilliant; Together they are powerful beyond 

imagination.” 

- Albert Einstein



How AI Can Help the Fight Against Trafficking

AI improves the efficiency and effectiveness of:

processing existing information and 

generating new information. 

Whenever there is a requirement to analyse, synthesise, 

assess, categorise, label, generate, or visualise information, AI 

can help. 



The productivity benefits of generative AI are said to be twofold. First, AI 

will make people more productive. A higher quantity of knowledge outputs 

generated more efficiently will produce greater returns.

Second, by shielding people from the more tedious or routine knowledge 

work, generative AI will free-up people’s their time  for more meaningful 

work (e.g., supporting victims).



Examples

Used to effectively and efficiently identify illegal websites (such as those 

selling persons or advertising fake jobs)

Use to compare images from online ads with missing persons databases 

to help identify trafficked individuals

Run undercover operations

Understanding the profile of the crime using (and combining):

Structured Data

Analysing Unstructured Data: Unstructured data analysis is an area where AI 

can offer significant value to law enforcement, given that a significant volume of 

information and intelligence is generated and contained within language, whether 

typed text, handwritten text, or audio. 



Leveraging Survivor Stories with NLP

“I had to flee my husband as he was being abusive. This abuse

resulted in me feeling suicidal. I fled to Manchester as my

parents did not approve of me leaving him as they had forced

me to marry him. When I got to Manchester I had no job and

was homeless. A man offered me a job working at a restaurant,

but when I started the job he did not pay me my wages. He

told me I could not leave as I would be arrested for being an

illegal refugee. ”



Preparedness

Strategy:

Not just setting objectives but also acknowledging the challenges 

faced and providing a coherent approach to overcoming them.

Roadmap

Roles & Responsibilities 
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Preparedness

Ensuring the availability of high-

quality and relevant data is an 

enduring concern.

Know what questions need 

answering so you know what data 

to collect.

Now streamline data collection 

processes (e.g., create protocols)

Develop data sharing agreements

Pass relevant legislation

Pre-empt data sharing in consent 

sheets

AI culture

Digitisation of data

Build your own, outsource 

development or buy existing tools?

Finances (including for cloud 

services)

Impact Assessments+

Monitoring

Learn from global good practice

Data skills will still be needed for the 

effective deployment of AI within the 

agency

Build an agency-wide culture of 

awareness about benefits, challenges, 

risks, use and mis-use of AI and data 

training

Don’t undermine public confidence 

through public confidence through 

implications such as rights violations, 

digital divides, predictive policing biases

Infrastructure+Data



Using AI

Responsible AI

Government guidance 

and legislation enable the 

responsible sharing of safeguarding 

data for collaborative working in 

a partnership.

Always ensure you have:

Strong Data/Information 

Sharing Agreements.

Thorough Data Protection 

Impact Assessment (DPIA).

Tab-based privacy by design.

Confidentiality-enhancing 

design.



The end


