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Abstract: The instrumentation and control (I&C) systems of a modern nuclear power plant are fully digital, and their
compromise may impair nuclear safety functions. The International Atomic Energy Agency has built a dedicated layer of
guidance around this problem (the NSS 42-G implementing guide [21] and the NSS 17-T (Rev. 1) [20] and NSS 33-T [17]
technical guidance), resting on four interlocking concepts: sensitive digital assets, computer security levels, computer
security zones, and the defensive computer security architecture. A parallel family of IEC standards for the nuclear
industry has emerged: IEC 62645 [18], IEC 62859 [16] and IEC 63096 [19]. This paper sets that architecture of
requirements against the Polish legal order at the moment when the investor has filed its application for a construction
licence and the President of the National Atomic Energy Agency has 24 months to decide. Analysis of the legal texts leads
to the conclusion that computer security of nuclear I&C is governed in Poland by four regimes that arose independently of
one another and have never been reconciled: the design-and-safety regime, in which the design requirements regulation
[5] speaks almost exclusively of reliability and devotes a single phrase in § 90(6) to deliberate interference; the classified
information regime, to which Article 36c(4) of the Atomic Law [1] refers systems supervising the technological process,
together with accreditation carried out by the Internal Security Agency at the “secret” classification level; the physical
protection regime, whose statutory design basis threat lists cyber-attack while the 2008 implementing regulation is silent
on digital systems; and the national cybersecurity regime, which after the amendment of 23 January 2026 [9] covers the
investor holding the principal decision as an important entity and names the operator of a nuclear power facility as an
essential entity from the operating licence. Each regime has a different authority, a different logic and a different trigger
point in the facility life cycle, and none introduces the concepts on which the IAEA methodology rests. The national
cybersecurity regime reaches the project already, but with general management duties only. One practical consequence is
singled out: the IAEA cautions that safety analysis is not sufficient to define computer security requirements because it
does not address mal-operations caused by malicious acts, yet the Polish design regulation grounds those requirements
precisely in reliability analysis. The paper proposes a coverage map of NSS 33-T elements against national provisions and
identifies the gaps that can be closed without amending primary legislation. The work is a review and conceptual study
based solely on analysis of published documents, standards and legal acts. It contains no original research, measurements
or testing. The coverage assessment presented in Figure 5 does not derive from measurement; it is the author’s expert
judgement, calibrated against the content of the documents analysed.
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Streszczenie: Systemy kontrolno-pomiarowe i sterowania (I&C) współczesnej elektrowni jądrowej są w całości cyfrowe,
a ich kompromitacja może naruszyć funkcje bezpieczeństwa jądrowego. Międzynarodowa Agencja Energii Atomowej
zbudowała wokół tego problemu odrębną warstwę dokumentów (przewodnik wdrożeniowy NSS 42-G [21] oraz wytyczne
techniczne NSS 17-T (Rev. 1) [20] i NSS 33-T [17]), opartą na czterech powiązanych pojęciach: wrażliwych aktywów
cyfrowych, poziomów bezpieczeństwa komputerowego, stref bezpieczeństwa komputerowego oraz obronnej architektury
bezpieczeństwa komputerowego. Równolegle powstała rodzina norm IEC dla przemysłu jądrowego: IEC 62645 [18], IEC
62859 [16] i IEC 63096 [19]. Artykuł zestawia tę architekturę wymagań z polskim porządkiem prawnym w momencie,
w którym inwestor złożył wniosek o zezwolenie na budowę, a Prezes Państwowej Agencji Atomistyki ma na decyzję
24 miesiące. Analiza tekstów aktów prawnych prowadzi do wniosku, że cyberbezpieczeństwo I&C obiektu jądrowego jest
w Polsce regulowane przez cztery reżimy, które powstały niezależnie od siebie i nie zostały ze sobą uzgodnione: reżim projek -
towo-bezpieczeństwowy, w którym rozporządzenie o wymaganiach projektowych [5] mówi niemal wyłącznie o niezawodności,
a działaniu celowemu poświęca jedno wyrażenie w § 90 pkt 6; reżim ochrony informacji niejawnych, do którego art. 36c ust. 4
Prawa atomowego [1] odsyła systemy nadzorujące proces technologiczny, wraz z akredytacją prowadzoną przez Agencję
Bezpieczeństwa Wewnętrznego na poziomie klauzuli „tajne”; reżim ochrony fizycznej, którego ustawowe projektowe zagrożenie 
wymienia cyberatak, podczas gdy rozporządzenie wykonawcze z 2008 r. milczy o systemach cyfrowych; oraz reżim krajowego
systemu cyberbezpieczeństwa, który po nowelizacji z 23 stycznia 2026 r. [9] obejmuje inwestora posiadającego decyzję
zasadniczą jako podmiot ważny, a operatora obiektu energetyki jądrowej wymienia jako podmiot kluczowy od chwili
uzyskania zezwolenia na eksploatację. Każdy z tych reżimów ma inny organ, inną logikę i inny moment uruchomienia w cyklu
życia obiektu, a żaden nie wprowadza pojęć, na których opiera się metodyka MAEA. Reżim krajowego systemu
cyberbezpieczeństwa obejmuje przedsięwzięcie już dziś, ale wyłącznie ogólnymi obowiązkami zarządczymi. Osobno wskazano
konsekwencję praktyczną: MAEA zastrzega, że analiza bez pieczeństwa nie wystarcza do zdefiniowania wymagań
bezpieczeństwa komputerowego, ponieważ nie obejmuje wadliwych działań spowodowanych aktami złośliwymi, a polskie
rozporządzenie projektowe opiera te wymagania właśnie na analizie niezawodnościowej. Artykuł proponuje mapę pokrycia
elementów NSS 33-T przez przepisy krajowe i wskazuje miejsca, w których lukę można zamknąć bez zmiany ustawy. Praca ma
charakter przeglądowo-koncepcyjny: opiera się wyłącznie na analizie opublikowanych dokumentów, norm i aktów prawnych.
Nie zawiera badań własnych, pomiarów ani testów. Zestawienie pokrycia przedstawione na rysunku 5 nie pochodzi z pomiaru,
lecz jest oceną ekspercką autora, skalibrowaną względem treści analizowanych dokumentów.

Słowa kluczowe: cyberbezpieczeństwo, systemy kontrolno-pomiarowe, I&C, elektrownia jądrowa, MAEA, NSS 33-T,
IEC 62645, Prawo atomowe, krajowy system cyberbezpieczeństwa, NIS 2, podstawowe zagrożenie projektowe.

1. Introduction

The Polish nuclear programme has entered a phase in
which questions about computer security stop being
theore tical. On 31 March 2026 the investor, Polskie
Elektrownie Jądrowe (PEJ), filed an application with the
President of the National Atomic Energy Agency
(Państwowa Agencja Atomistyki, PAA) for a licence to
construct a nuclear facility [24]. Under Article 39a(1)(1) of 
the Atomic Law, the President of the Agency issues
a decision in such a case within 24 months of the day the
application is filed together with the required documents
[1]. The proceedings are under way as this text is being
written.

The invest ment con cerns the Lubiatowo-Kopalino site
in the munic i pal ity of Choczewo, where three AP1000
reac tors sup plied by West ing house are to stand, with
a total capac ity of up to 3750 MWe. The sched ule in the
2025 draft update of the Pol ish Nuclear Power Pro gram -
me, directed to pub lic con sul ta tion, fore sees con struc tion
licen ces and the start of con struc tion work, that is the first
nuclear con crete, in 2028, with com mer cial oper a tion of
the suc ces sive units begin ning in 2036, 2037 and 2038 [23].
The road to this point was long and has been described in

the lit er a ture [37, 49], but only now is the programme pass -
ing from planning into design.

A preliminary safety report accompanies the construc -
tion licence application. Under Article 36d(1) and (2) of
the Atomic Law, the investor first carries out safety ana -
lyses, submits them to verification in which entities invol -
ved in developing the facility design may not take part, and 
draws up the report on the basis of their results [1]. This is
the document in which the requirements placed on I&C
systems take binding form, and this is the moment when
they can still be shaped.

Why these dates mat ter for the sub ject of this arti cle
fol lows from a sim ple prop erty of instru men ta tion and
con trol sys tems: their secu rity archi tec ture is set tled at the
design stage, not dur ing oper a tion. The divi sion into
zones, the direc tions of data flow, the choice of plat forms,
the way bound aries between sys tems of dif fer ent safety sig -
nif i cance are real ised: all of this is, in prac tice, irre vers ible
once the design is closed. If com puter secu rity require -
ments are not set now, then in ten years they can at best be
approx i mated with com pen sa tory mea sures, in a facil ity
where every mod i fi ca tion of a safety-rel e vant sys tem is
a heavy, costly procedure requiring regulatory consent.
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The start ing point is the IAEA’s obser va tion that new
nuclear facil i ties use highly inte grated dig i tal I&C sys tems
to han dle very large vol umes of pro cess data simul ta -
neously, with less human involve ment than in pre vi ous -
-gen er a tion designs [17]. The same fea ture that yields the
effi ciency gain cre ates an attack sur face that facil i ties
designed in the 1970s simply did not have.

The aim of this article is to set the architecture of
requirements that the IAEA and the IEC have built
around I&C computer security against what Polish law
says on the matter, and to point to the places where the
two layers fail to meet. The thesis I put forward is this:
Polish regulation addresses the computer security of
a nuclear facility in four places, but each of those places
speaks a different language and answers to a different
authority. Together they do not add up to a coherent
computer security programme in the sense that NSS 42-G
gives that term [21].

2. Scope, method and limitations

This article is a review and conceptual study. Its material
consists of published documents: IAEA guidance from the 
Nuclear Security Series, standards of the International
Electrotechnical Commission, Polish legal acts together
with their consolidated texts, and peer-reviewed literature. 
I checked every act of Polish law in the official ELI reposi -
tory maintained by the Chancellery of the Sejm, which
records the title, the promulgation address, the status in
force and the full text. The quoted passages of statutes and 
regulations were read in the original, not through secon -
dary accounts.

What this text does not contain needs saying at the
outset. There are no original studies, measurements,
penetration tests or analyses of specific installations. Nor
is there any information about vulnerabilities of the Polish
project, partly because none is public, and partly because
publishing such things would be irresponsible regardless of 
their availability. Every number in the text comes from
a cited document and is marked as such.

One point requires a separate reservation. Figure 5,
discussed in section 8, presents the elements of the NSS
33-T guidance set against their coverage by national pro vi -
sions. It is not the result of measurement or of a compu -
tational method. It is the author’s expert judgement,
calibrated against the content of the documents analysed,
and as such it is open to debate. I offer it because without
such a juxtaposition the scale of the difference is hard to
show, but the reader should treat it as an argument, not as
a measurement.

The author is a cybersecurity practitioner, not a nuclear
engineer. The perspective of this text is that of protecting
industrial process control systems, carried over onto the
ground of nuclear regulation with all the caution such
a transfer demands.

3. Why nuclear facility I&C is a special case

Transplanting office IT practice into control systems ends
badly, and the industry literature has described this many
times [30, 50]. In a nuclear facility the differences are
sharper still.

The first dif fer ence is that the order of pro tec tion goals
reverses. In infor ma tion sys tems, con fi den ti al ity usu ally
comes first. In I&C, what mat ters above all is the integ rity
of the sig nal and the avail abil ity of the func tion: a false
tem per a ture read ing, or a blocked reac tor trip sig nal, is
a prob lem of a dif fer ent cat e gory from a leaked doc u ment. 
The IAEA states this out right, list ing the con se quences of
com pro mise of an I&C func tion in order from the worst:
the func tion remains unde ter mined, with the effects of
com pro mise pro duc ing an unno ticed change in the design
or oper a tion of the sys tem; the func tion behaves un ex pect -
e dly but observ ably for the oper a tor; the func tion fails; the
func tion per forms as expected, mean ing the com pro mise
does not affect it adversely [17, para. 2.21]. The worst case
is not fail ure but a silent change in sys tem behav iour that
nobody notices. Detect ing pre cisely such changes is a re -
search strand of its own, cov er ing methods for detecting
falsified process signals [46, 53].

The second difference is the length and rigidity of the
life cycle. An I&C platform chosen at the design stage
operates for decades. A software update in a protection
system is not a routine action but a modification that
requires verification and validation to be repeated. The
“patch fast” habit of general IT is here not so much diffi -
cult as formally prohibited without the proper procedure.
This also shapes the way security testing can be performed, 
which must be subordinated to the operational regime of
the facility [47].

The third difference, the least obvious one, is that
a security measure can itself become a hazard to nuclear
safety. The IAEA devotes a separate block of guidance to
it. A badly designed protective measure can introduce new
failure modes into the system, increase the probability of
spurious actuation and undermine the system’s ability to
perform its safety function reliably; the example given is
improperly implemented antivirus protection inside an
I&C system, which adds complexity, adds latency and itself 
creates a new attack path [17, para. 3.37]. The guidance
distils this into a rule: neither normal nor abnormal opera -
tion of any computer security measure should adversely
affect the ability of the I&C system to perform its safety
function [17, para. 3.44]. The failure modes of the protec -
tive measures themselves are to be identified, documented 
and included in the system hazard analyses [17, para. 3.45]. 
The OECD Nuclear Energy Agency reached similar
conclusions when analysing the impact of cybersecurity
features on digital safety systems [48].

The resolution of the conflict is unambiguous, and it is
sometimes quoted inaccurately, so I quote it precisely. If
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a conflict arises between nuclear safety and security, the
solutions adopted for nuclear safety are maintained, but
the operator is to seek a solution that complies with the
computer security requirements; compensatory measures
reducing the risk to an acceptable level are to be imple -
mented, supported by full justification and risk analysis,
and they should not rest solely on administrative measures
for an extended period. The sentence closing that para -
graph reads: the absence of a security solution should
never be accepted [17, para. 3.49]. Nuclear safety wins the
dispute over a particular measure, but it releases no one
from the duty to secure the system.

This relationship has a standard of its own. IEC 62859
[16] deals exclusively with coordinating nuclear safety and
cybersecurity: it is meant to optimise the introduction of
cybersecurity provisions into I&C architectures and sys -
tems, to prevent conflicts between the two, and to help
identify and exploit synergies. It is built of three parts: the
I&C architecture as a whole, the level of the individual
system, and organisational and procedural matters.

4. The IAEA requirements architecture

4.1. The document hierarchy

The IAEA guidance on computer security is layered.
I reconstruct the layers here, because they decide which
document governs what (Fig. 1).

At the top stand the Nuclear Security Fundamentals
and the Recommendations. These include above all
NSS 13, the recommendations on the physical protection
of nuclear material and nuclear facilities known as
INFCIRC/225/Rev. 5 [11], and NSS 20, which defines the
objective and essential elements of a state’s nuclear secu -

rity regime [12]. Below them sits the implementing guide
NSS 42-G [21], issued in 2021. It is the first IAEA docu -
ment to cover computer security as a whole: the roles of
the state and of entities, the national strategy, the ele ments 
of computer security programmes and the sustai ning
activities. Lower still lie the technical guidance docu ments: 
NSS 17-T (Rev. 1) on computer security techniques for
nuclear facilities [20], issued in 2021 as a revision of the
2011 document, and NSS 33-T of 2018 [17], devoted solely
to I&C systems. The division of labour between these two
is distinct: NSS 17-T (Rev. 1) describes computer security
risk management at the level of the whole facility, from
defining the scope and characterising the facility, through
threat characterisation, to the specification of require -
ments [20, para. 4.10]. NSS 33-T descends to the level of
the individual I&C system and its life cycle. NSS 42-G
itself describes this relationship, referring the reader to
NSS 33-T and NSS 17-T (Rev. 1) for more detailed
guidan ce, examples of the technical implementation of
measures, and risk management. The set is completed by
NSS 23-G on the security of nuclear information [13] and
by the documents on the design basis threat [22] and on
nuclear security culture [10].

For a practitioner the most important document is NSS
33-T, because it is the only one in this family written
specifically for instrumentation and control systems. Its
guidance is arranged in four chapters: key concepts, the
risk-informed approach, the I&C system life cycle, and
activities in the individual phases of that cycle; the last of
these chapters alone runs to 226 numbered paragraphs. Its 
counterpart on the nuclear safety side is SSG-39, on the
design of I&C systems for nuclear power plants [14], and
on the management side, GSR Part 2 [15].

One thing has to be noted here, and it matters to
anyone who wants to rely on these documents in licensing
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Fig. 1. The hierarchy of IAEA documents and IEC standards on the computer security of nuclear facilities. Author’s own elaboration based on the
content and reference lists of NSS 42-G [21] and NSS 33-T [17] and on the descriptions of IEC 62645 [18], IEC 62859 [16] and IEC 63096 [19].



proceedings. NSS 33-T dates from 2018, and its reference
list still cites NSS 17 of 2011 and IEC 62645:2014, both of
which have since been superseded. A revision of NSS 33-T
is in preparation. Invoking this document in design docu -
mentation therefore requires checking that the standards
it cites onward are not already outdated. The earlier edi -
tion of NSS 17 was, for that matter, the subject of a critical
analysis of attack scenarios, which pointed to the limita -
tions of the approach as it then stood [27].

4.2. Four load-bearing concepts

The whole IAEA methodology rests on four concepts that
hold one another up. I give the definitions after the NSS
42-G glossary [21].

Sensitive digital assets (SDA) are sensitive infor ma -
tion assets that are computer-based systems or parts of
such systems. Sensitive information assets comprise any
equipment or components used to store, process, control
or transmit sensitive information, including control
systems, networks and information systems. Identifying
SDAs is the first step: until it is known what is being
protected, the later stages have no foundation.

A computer security level is the strength of protection 
required to meet the computer security requirements for
a function associated with physical protection, nuclear
safety, nuclear material accounting and control, or the
management of sensitive information. NSS 17-T (Rev. 1)
gives a concrete scale: levels are numbered from 5, requi -
ring the weakest protection, to 1, requiring the strongest,
with systems containing sensitive digital assets placed at
levels 1 to 3, and the remaining digital assets at levels 4 and 

5 [20, para. 3.24]. Requirements attach to the level, while
the choice of a specific measure remains a design decision,
dependent on the architecture and technology of the asset
concerned [20, para. 3.23]. NSS 33-T stresses at the same
time that computer security levels and nuclear safety
classes are distinct, though related, concepts [17, para.
2.24]. The operator assigns the level on the basis of the
potential consequences of failure or malfunction of the
system, including behaviour departing from the design or
from the failure modes assumed in the safety analysis. The
level is a property of the system itself and does not depend
on its environment [17, para. 2.27]. Practical experience of
categorising I&C systems by level has been described by
the Ukrainian nuclear regulator in a series of articles [28,
32, 35, 42], one of the few public accounts of this process
from a regulator’s perspective.

A computer security zone is a group of systems with
common physical or logical boundaries that have been
assigned a common computer security level in order to
simplify administration, communication and the applica -
tion of protective measures. All systems in a zone are
protected at the most stringent level present in that zone
[17, para. 2.28]. The consequence is practical: a communi -
cation device performing functions of low significance, but
placed in the zone of the reactor protection system, recei -
ves that system’s level, because it can be used to compro -
mise it [17, para. 2.30].

The defensive computer security architecture binds
the above into a design solution. The operator is to define
an overall defensive architecture in which every I&C sys -
tem has an assigned level and is protected in accordance
with the corresponding requirements [17, para. 4.132]. The 
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Fig. 2. Computer security levels, zones and data flow rules in the defensive computer security architecture. A conceptual diagram based on
NSS 17-T (Rev. 1) [20], para. 3.24 (the five-level scale and the placement of sensitive digital assets), and NSS 33-T [17], paras 2.28–2.30 and

4.132–4.143 (zones, boundaries, flow rules). The assignment of specific systems to levels is an example illustrating the rule, not a depiction of any

real installation.



architecture is to make it possible to prevent attacks,
detect them, delay them, mitigate their consequences and
recover from them [17, para. 4.133].

4.3. Architecture rules and defence in depth

Several construction rules follow from the architecture
chapter. They are what translates the concepts into design
decisions (Fig. 2).

Com puter secu rity bound aries are intro duced between
sys tems of dif fer ent lev els [17, para. 4.134], and data flow
between zones of dif fer ent lev els, as well as between sys -
tems within the same level, is sub ject to con trol based on
risk assess ment [17, para. 4.135]. Sys tems at the high est
level are con nected to sys tems at lower lev els only through
one-way, deter min is tic com mu ni ca tion path ways oper a t -
ing in a fail-secure mode, with the direc tion of flow restric -
ted to trans mis sion from higher-level sys tems to lower -
-level sys tems; excep tions are strongly dis cour aged and
may be con sid ered only case by case, with full jus ti fi ca tion
and risk anal y sis [17, para. 4.136]. The doc u ment notes on
this occa sion that some Mem ber States take the view that
excep tions should not be allowed at all. Remote access to
sys tems at the high est level is impos si ble in this con struc -
tion, which fol lows directly from the one-way restriction on 
outbound traffic.

Technical measures applied inside a zone or at its boun -
dary are to use technologies different from those applied
at neighbouring levels and boundaries, which provides
diversity of protection [17, para. 4.140]. Wireless com -
muni cation in systems at the most stringent level is consi -
dered problematic, because a secure boundary is difficult
to assure for it [17, para. 4.138].

Defence in depth against compromise is, in this metho -
dology, more than technical layering. It consists of multi -
ple layers of measures that must fail or be bypassed for an
attack to progress, but it also includes maintaining
a programme of measures that assess, prevent, detect,
protect, respond, mitigate and recover [17, para. 4.142].
The requirement closing this block is a strong one: no
single failure within or between the defensive layers should 
invalidate the protection as a whole [17, para. 4.143]. This
carries over to security the same principle that nuclear
safety described long ago and in detail [31], with the
difference that here the layers face an adversary rather
than a probability distribution. The design of systems
robust against compromise has also received dedicated
treatment [44].

4.4. The graded approach

The IAEA requires requirements to be graded according
to risk, and it says what is to be taken into account: the
significance of the I&C system’s function both for nuclear
safety and for security; the identified and assessed threats

to the facility; the attractiveness of the system to a poten -
tial adversary; the vulnerabilities of the system; the ope ra -
ting environment; and the potential consequences that
compromise of the system could cause, directly or indi -
rectly [17, para. 2.20]. Requirements are defined in
proportion to the potential consequences of an attack [17,
para. 2.21].

Two items on that list have no counterpart in purely
reliability-based thinking: attractiveness to an adversary,
and threat assessment. Reliability asks how often some -
thing fails. Security asks who would want to break it, and
why. These are different questions, and they lead to
different designs.

The IAEA says as much directly when list ing the inputs
to com puter secu rity risk man age ment for a facil ity.
Among them is the safety anal y sis of the facil ity’s com -
puter sys tems, with a caveat: that anal y sis may serve to
define com puter secu rity require ments, but it is not suf fi -
cient for the pur pose, because it does not cover all mal -
-oper a tions, in par tic u lar those caused by mali cious acts
[20, para. 4.9]. I return to this caveat in sec tion 7, in assess -
ing the Pol ish design reg u la tion. The lit er a ture sup plies
tools for order ing this sec ond per spec tive: a tax on omy of
attacks on the dig i tal envi ron ment of a nuclear power
plant [40] and a frame work for assess ing attack sce nar ios
by rel a tive difficulty of execution and con se quen ce [41].

5. The IEC family of standards

The IAEA guid ance describes what is to be achieved. The
IEC stan dards describe how to do it in engi neer ing terms,
and they form a coher ent fam ily pre pared by sub com mit -
tee SC 45A (Fig. 1). Their gen e sis and mutual rela tions are 
dis cussed at greater length in the lit er a ture [43, 51].

IEC 62645 [18] is the base doc u ment. The sec ond edi -
tion, of Novem ber 2019, replaced the 2014 edi tion and
changed the title along the way: from require ments for
secu rity programmes for com puter-based sys tems to
cybersecurity require ments for instru men ta tion, con trol
and elec tri cal power sys tems of nuclear power plants. The
stan dard estab lishes require ments and guid ance for devel -
op ing and main tain ing com puter secu rity programmes for
pro gram ma ble dig i tal I&C sys tems, and it defines mea -
sures for pre vent ing, detect ing and respond ing to mali -
cious acts com mit ted by dig i tal means. It is the source of
the con cept of secu rity degrees, to which the other stan -
dards of the family refer.

IEC 62859 [16] is responsible for coordinating nuclear
safety and cybersecurity, as discussed above.

IEC 63096 [19], of Octo ber 2020, sup plies a cat a logue
of secu rity con trols, rec om mended and optional, graded
accord ing to the secu rity degrees defined in IEC 62645.
The cat a logue builds on the con trols of ISO/IEC 27002,
with the orig i nal require ments mod i fied, refined or sup -
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ple mented where this proved nec es sary from the per spec -
tive of pro gram ma ble dig i tal I&C sys tems. The stan dard
addresses both the I&C of new plants and the mod erni sa -
tion of exist ing facil i ties. It is also the stan dard the IAEA
cites in NSS 42-G when discussing security measures.

The construction of this family has one distinct advan -
tage: it avoids carrying over wholesale the provisions of
IEC 62443, which was written for industrial automation in
general [26]. The zone-based approach is similar in both
families [57], but the nuclear requirements take account of 
safety classification, qualification requirements and
a modification regime that general automation does not
have. A separate issue, beyond the scope of this article, is
the interface between a nuclear power plant and the power 
system, and the couplings that follow from it [45].

6. What the documented incidents teach

Incidents call for caution, because accounts circulate in
this field that do not survive confrontation with the source. 
I confine myself to what the operator confirmed or what
peer-reviewed analysis established (Fig. 3). A broader
treatment of the cases from a nuclear security perspective
can be found in a handbook chapter [52].

Stuxnet (2010) remains the reference case, because it
showed that malicious software can be written for a speci -
fic configuration of industrial controllers and can alter the
behaviour of the process while presenting the supervision
system with a picture of normal operation [25]. Its sig -
nificance for nuclear regulation is twofold. It demonstra -
ted that separating a network from the Internet is not
a safeguard in itself. It also enacted precisely the worst -
-case scenario the IAEA describes as an unnoticed change
in the operation of a system. The IAEA cites an analysis of 
this case as the first item in the NSS 33-T reference list.

Korea Hydro and Nuclear Power (2014) is the case
in which reactor documentation, manuals and employees’
personal data leaked, the entry vector being the phishing
of people connected with the operator and its subsidiaries.
Control systems were not breached [33]. The lesson is
therefore not a direct threat to unit operation but some -
thing subtler: the design documentation of I&C systems is
itself a sensitive asset, because it shortens an adversary’s
path to preparing an attack. That is exactly how the IAEA
defines sensitive information and sensitive information
assets [13, 21].

Kudankulam (2019) supplied the case of malicious
software present in the administrative network of a power
plant. The operator, Nuclear Power Corporation of India,
confirmed on 30 October 2019 that malware had been
detected. It concerned, according to the operator, a single
computer connected to the administrative network; the
operational networks controlling the two 1000 MW units
are entirely separate from it [36]. With all due caution
towards operators’ statements, the case illustrates the
IT–OT boundary as the real point at which the scale of an
incident is decided, and it is an argument for that boundary 
being designed rather than assumed.

The com mon les son of these three cases is that net work
sep a ra tion works exactly as well as it was designed and is
main tained. The lit er a ture has described mech a nisms for
car ry ing data across the bound aries of net works assumed
to be iso lated [34]. The IAEA addresses this directly,
requir ing that remov able media, por ta ble devices and
other tem po rary equip ment that needs access to a sys tem
be used only within a sin gle zone or a defined set of zones
[17, para. 2.29]. A sep a rate thread, not devel oped here, is
the insider threat, which has its own lit er a ture [29, 54] and
its own IAEA documents.
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Fig. 3. Chronology of documented incidents relevant to the computer security of nuclear facilities and of the regulatory response. The
compilation includes only incidents confirmed by the operator or described in peer-reviewed literature [25, 33].



7. The Polish legal framework

Set against the above, national law can be summarised in
one sentence: the computer security of nuclear facility
I&C is regulated in Poland in four places, which came into
being independently and have never been reconciled with
one another (Fig. 4).

7.1. The first regime: design requirements

The basis is the Regulation of the Council of Ministers of
31 August 2012 on the nuclear safety and radiological
protection requirements to be taken into account in the
design of a nuclear facility [5]. It devotes two provisions to
ICT systems (systemy teleinformatyczne).

Paragraph 85 concerns the situation in which the
correct operation of a system important to nuclear safety
and radiological protection depends on the reliable
functioning of an ICT system. It then requires appropriate
standards and procedures to be implemented and applied
throughout the period of the system’s use, in particular in
the software development cycle. Subparagraph 2 requires
the reliability level of the hardware and software to be
commensurate with the importance of the system for the
fulfilment of safety functions. Subparagraph 3 requires the 
adopted reliability level to include safety margins
compensating for the uncertainties of analysis arising from 
the complexity of the system.

Para graph 90 adds six require ments for ICT sys tems
used in safety sys tems, in par tic u lar in the pro tec tion sys -
tem: high qual ity require ments com men su rate with the sig -
nif i cance of the sys tem; sys tem atic doc u men ta tion and
review of the devel op ment pro cess, together with the con -
trol, test ing and accep tance of design changes; con fir ma -
tion of high reli abil ity by a spe cial ist inde pend ent of the

designer and the sup plier; diverse tech ni cal solu tions
where safety func tions are of fun da men tal sig nif i cance for
reach ing and main tain ing safe shut down; con sid er ation of
com mon cause fail ures caused by soft ware errors; and, in
point 6, the intro duc tion of pro tec tion against acci den tal
or delib er ate inter fer ence (zabezpieczenia przed przypad -
kową lub rozmyślną ingerencją) with the operation of the
system.

The pro por tions of these pro vi sions speak for them -
selves. Five of the six require ments of § 90, and the whole
of § 85, con cern qual ity and reli abil ity: the devel op ment
cycle, doc u men ta tion, inde pend ent ver i fi ca tion, com mon
cause fail ures. That is the lan guage of safety engi neer ing,
and on its own terms it is sound. Inten tional action recei -
ves a sin gle expres sion: the word “delib er ate” (rozmyślną)
in point 6, in a sen tence that places it beside acci den tal
inter fer ence. For com par i son, NSS 33-T devel ops the
same sub ject mat ter across four chap ters of num bered
guid ance, of which the chap ter on life-cycle activ i ties alone 
con tains 226 para graphs, and IEC 63096 sup plies a full cat -
a logue of con trols. I am not argu ing that the design reg u la -
tion should con tain such a cat a logue; that is not its role.
I am argu ing that a sin gle adjec ti val aside does not cre ate
a basis on which a reg u la tor could assess a defen sive com -
puter secu rity architecture, because it defines neither the
concepts nor the criteria.

Here the IAEA caveat quoted in sec tion 4.4 returns.
Safety anal y sis of a facil ity’s com puter sys tems is not suf fi -
cient to define com puter secu rity require ments, because it
does not cover mal-oper a tions caused by mali cious acts
[20, para. 4.9]. The Pol ish design reg u la tion does exactly
what that para graph warns against: it builds the require -
ments for ICT sys tems solely on the ground of reli abil ity
anal y sis. This bears directly on the licens ing pro ceed ings,
because the pre lim i nary safety report is drawn up pre cisely 
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Fig. 4. The four regulatory regimes applicable to the computer security of nuclear facility I&C in Poland, set against the phases of the facility life

cycle. Author’s own elaboration based on the texts of the legal acts [1, 2, 5, 9]. Schedule dates after the 2025 draft update of the Polish Nuclear
Power Programme [23].



on the basis of the safety anal y ses con ducted under Arti cle
36d(1) of the Atomic Law [1].

What these pro vi sions do not con tain is tell ing as well.
There are no com puter secu rity lev els, no zones, no requi -
re ment to iden tify sen si tive dig i tal assets, no one-way data
flow rule, no require ment of diverse tech nol o gies at zone
bound aries. There is also no obli ga tion to take a threat
assess ment into account when defin ing the require ments
for a sys tem, and that is pre cisely the ele ment that dis tin -
guishes security from reliability.

7.2. The second regime: protection
of classified information

The sec ond place is Arti cle 36c(4) of the Atomic Law [1].
The pro vi sion states that ICT sys tems form ing ele ments of
the crit i cal ICT infra struc ture (teleinformatyczna infra -
struktura krytyczna) intended for super vis ing the course of 
the tech no log i cal or pro duc tion pro cess in nuclear facil i -
ties are designed, built and oper ated in a man ner meet ing
the ICT secu rity require ments laid down in the pro vi sions
on the pro tec tion of clas si fied infor ma tion for sys tems and
net works used to pro cess clas si fied infor ma tion bear ing
the “secret” (tajne) clas si fi ca tion. The author ity com pe -
tent for the accred i ta tion of these sys tems and net works is
the Inter nal Secu rity Agency (Agencja Bezpieczeństwa
Wewnętrznego, ABW).

This is the only provision in Polish nuclear law that
places real, enforceable ICT security requirements on the
systems supervising the technological process, together
with a procedure for confirming them. Its construction
deserves attention, though, because it has three conseq -
uences.

The first con cerns the logic of the require ments. The
clas si fied infor ma tion regime exists to pre vent dis clo sure,
but its tech ni cal layer is broader than con fi den ti al ity alone. 
The require ments to which Arti cle 36c(4) refers are laid
down in the Reg u la tion of the Prime Min is ter of 20 July
2011 on basic ICT secu rity require ments [4]. Its § 5(1)
obliges the pro tec tion of con fi den ti al ity, integ rity and
avail abil ity alike; § 5(2) requires risk man age ment, lim ited
trust towards other sys tems, lay ered pro tec tion and secu -
rity test ing; § 18 spans the entire period of the sys tem’s
oper a tion; and § 20 requires the iden ti fi ca tion of re sour -
ces, threats, vul ner a bil i ties and safe guards. Read together
with the accred i ta tion pro ce dure, this is a real secu rity -
-man age ment regime, not an access-con trol annex. What it 
is not is an I&C regime. It grades noth ing by the con se -
quences of a com pro mised con trol func tion, and it knows
none of the NSS 33-T con cepts: no lev els, no zones, no
defen sive archi tec ture, no one-way data flows. Accred i ta -
tion at the “secret” level there fore cov ers more of the NSS
33-T prob lem than a con fi den ti al ity-only reading would
suggest; it still does not cover the whole of it.

The sec ond con cerns scope. The pro vi sion cov ers sys -
tems intended “for super vis ing the course of the tech no -
log i cal or pro duc tion pro cess”. The IAEA meth od ol ogy
cov ers all sys tems whose com pro mise could adversely
affect nuclear safety or secu rity, together with the prin ci ple 
of assign ing aux il iary devices to the level of the zone in
which they are placed [17, para. 2.30]. A scope based on
the super vi sory func tion and a scope based on the poten -
tial con se quences of compromise do not coincide.

The third con cerns the author ity. Accred i ta tion is car -
ried out by the ABW, an author ity other than the Pres i -
dent of the PAA, who approves the phys i cal pro tec tion
sys tem and issues licen ces. NSS 42-G dis cusses the divi sion 
of roles between the state and the oper a tor and under lines
the need for coher ence of the whole regime [21]; the dis -
persal of com pe tences is not a defect in itself, but it calls
for a coor di na tion mechanism.

7.3. The third regime: physical protection
and the design basis threat

Physical protection is a regime in its own right: it has its
own authority, its own approval moment and its own logic.
It is also where the IAEA places computer security: NSS
13 treats it as an element of facility protection [11].

The Polish Regulation of the Council of Ministers of 4
November 2008 on the physical protection of nuclear
material and nuclear facilities [2], still in force, contains
not a single reference to ICT, computer or information
systems. I checked this directly in the text of the act. The
regulation dates from 2008, which is to say before Stuxnet,
before NSS 17 and before the entire layer of IAEA
documents described in section 4. This is the most direct
gap and, at the same time, the easiest to close, because
closing it does not require amending the statute.

The stat ute itself is more mod ern in this respect than its
imple ment ing act. The def i ni tion of the design basis threat
con tained in the Atomic Law includes the char ac ter is tics
of enti ties that may seek to com mit acts such as theft,
unauthor ised use, cyber-attack, an act of ter ror or sab o -
tage, and this threat is taken into account in devel op ing the 
phys i cal pro tec tion sys tem [1]. The stat ute requires the
design basis threat to be taken into account in the devel op -
ment, approval and review of phys i cal pro tec tion sys tems
(Arti cle 41n), and it is drawn up by the Pres i dent of the
PAA in con sul ta tion with the com pe tent author i ties (Arti -
cle 41o), which cor re sponds to the con struc tion rec om -
mended by the IAEA [22]. The cur rent revi sion of that
guid ance, NSS 10-G (Rev. 1) of 2021, mat ters here in its
own right: it brings com puter secu rity into the national
threat assess ment and sets out, step by step, how a design
basis threat that includes cyber threats is devel oped, main -
tained and used [22]. The bridge between the stat u tory
men tion of cyber-attack and a work ing, cyber-inclu sive
design basis threat there fore already exists at the meth od -
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olog i cal level. The Pres i dent of the PAA also has, within
the scope of over sight, the right to demand access for
inspec tion to the net works or ICT sys tems used in the
physical protection system of the inspected facility.

We therefore have a situation in which the statute lists
cyber-attack among the design basis threats and gives the
regulator an inspection tool, while the implementing act
defining the content of physical protection is silent about
digital systems. The statutory basis for filling this gap
already exists.

7.4. The fourth regime: 
the national cybersecurity system

The fourth place is the newest. The Act of 23 January 2026 
amending the Act on the National Cybersecurity System
and certain other acts [9], promulgated on 2 March 2026,
implements the NIS 2 Directive [8] by amending the 2018
statute [7]. Under its Article 49, it enters into force one
month after the day of promulgation, that is on 3 April
2026.

Three of its ele ments mat ter for the sub ject of this arti -
cle. In Annex 1, cov er ing the essen tial sec tors, a subsector
“Nuclear energy” has been dis tin guished within the
Energy sec tor. The type of entity indi cated is an entity
oper at ing a nuclear power facil ity within the mean ing of
the Act on the prep a ra tion and imple men ta tion of invest -
ments in nuclear power facil i ties and asso ci ated invest -
ments [3]. The stat ute also fixes the moment at which the
oper a tor of a nuclear power plant becomes an essen tial
entity. It is the day it obtains the oper at ing licence referred 
to in Arti cle 4(1)(2) of the Atomic Law, or the day it
obtains a con ces sion for the gen er a tion of elec tric ity or
heat under the Energy Law, whichever comes first.

The operator is not the only addressee. Under Article
5(2)(5) of the amended statute, an investor for a nuclear
power facility which has obtained the principal decision is
an important entity, regardless of its size, and Annex 2 lists 
the corresponding sector, investments in nuclear power.
Article 8 attaches the obligations of chapter 3 to essential
and important entities alike, and under Article 33(1) of the 
amending act an entity that met the criteria on the day the
amendment entered into force has twelve months to
imple ment them. The investor obtained the principal
decision in July 2023, before filing the construction licence
application [24], so it met those criteria on 3 April 2026
and its general cybersecurity obligations fall due within
a year of that date.

The nuclear programme thus enters the national
cybersecurity regime explicitly, on two tracks: the investor
as an important entity now, the operator as an essential
entity from the operating licence. That is a qualitative
change from the previous state. It does, though, raise the
question of what each track carries, and when.

The two tracks dif fer in con tent. The inves tor’s obli ga -
tions are the gen eral man age ment duties of chap ter 3:
a secu rity man age ment sys tem, risk anal y sis, inci dent han -
dling, doc u men ta tion. They bind the inves tor as an organi -
sa tion, and none of them speaks the lan guage of I&C: no
sen si tive dig i tal assets, no com puter secu rity lev els or
zones, no defen sive archi tec ture, no data flow rules. The
oper a tor’s obli ga tions, attached to the essen tial-entity sta -
tus, arrive with the oper at ing licence or the con ces sion,
which on the cur rent sched ule means around 2036 [23]. By
then the facil ity will have gone through com mis sion ing,
whose require ments a sep a rate reg u la tion gov erns [6], and
the I&C sys tems will already be installed and tested. So the 
regime reaches the pro ject today, but what reaches it is
a gen eral man age ment toolkit; the I&C archi tec ture being
set tled now, at the design stage, is addressed by neither
track.

The relation to the other regimes has not been settled
either. The investor is already an important entity under
the national cybersecurity system; the operator will
simultaneously be an essential entity under that system,
the addressee of the ABW accreditation requirements
under Article 36c(4) of the Atomic Law, and an entity
overseen by the President of the PAA as regards physical
protection and nuclear safety. Each of these regimes has
its own authority, its own procedure for confirming
conformity and its own reporting duties. The literature on
the implementation of NIS 2 in the energy sector describes 
this type of regime overlap as a recurring problem [56], as
do analyses of cybersecurity standards in the electricity
sector [38, 39]. In the Polish setting, the relation between
cybersecurity and the protection of critical infrastructure
has already been the subject of legal analysis [55].

8. Coverage map and gaps

The juxtaposition in Figure 5 puts the above in order.
I took the elements of the NSS 33-T methodology as the
axis and checked whether, and where, each finds a coun -
ter part in national law. I repeat the reservation from
section 2: this is an expert judgement based on a reading of 
the texts, not a measurement.

Five elements have no counterpart in national law at all. 
There is no obligation to identify and inventory sensitive
digital assets. There are no computer security levels as
a normative category, and no computer security zones.
There is no requirement to present a defensive computer
security architecture as an element of the documentation.
There are no rules for data flow between levels, including
the one-way rule for connections with systems at the
highest level.

Three elements are covered in part. Grading of requi -
rements exists, but in its reliability version: § 85(2) of the
design regulation ties the reliability level to the importance 
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of the safety function, which is grading by consequence,
not by threat. Life cycle requirements are present and
quite developed, except that they concern the quality of
production, not resistance to attack; for the systems under
Article 36c(4), § 18 of the 2011 regulation adds security
duties spanning the system’s whole period of operation [4]. 
Protection against intentional action exists as a norm, in
§ 90(6), but without operational content.

Three ele ments are cov ered in a way I con sider suf fi -
cient at the stat u tory level. The inclu sion of inten tional
threats in threat assess ment is ensured by the def i ni tion of
the design basis threat, which lists cyber-attack, and by
Arti cle 41n, with the meth od ol ogy for a cyber-inclu sive
threat assess ment sup plied by NSS 10-G (Rev. 1) [22].
Secu rity man age ment on the organi sa tional side is cov ered 
by the national cybersecurity regime: for the inves tor, as an 
impor tant entity, already now, with the twelve-month
imple men ta tion period of Arti cle 33(1); for the oper a tor,
from the oper at ing licence. Access con trol and the pro tec -
tion of con fi den ti al ity are cov ered by Arti cle 36c(4) and
the clas si fied infor ma tion regime, whose 2011 imple ment -
ing reg u la tion reaches beyond con fi den ti al ity to integ rity,
availability, risk management and security testing [4].

Four practical conclusions follow from this pattern.
First, the gap is larg est where deci sions are hard est to

reverse. The ele ments not cov ered at all (assets, lev els,
zones, archi tec ture and data flows) are set tled in the
design. The ele ments cov ered well (man age ment, report -
ing, access con trol) can be intro duced later. The dis tri bu -
tion of the gaps is the inverse of the dis tri bu tion of
urgency.

Sec ond, the short est reme dial path does not run
through the stat ute. The del e ga tion in Arti cle 36c(3) of the 
Atomic Law directs the Coun cil of Min is ters to lay down
the design require ments tak ing into account the rec om -
men da tions of the IAEA and WENRA. The del e ga tion
con cern ing phys i cal pro tec tion allows the con tent of the

pro tec tion sys tem to be reg u lated. The design basis threat
lists cyber-attack, and the Pres i dent of the PAA draws it
up. Intro duc ing the con cepts of com puter secu rity into the
imple ment ing reg u la tions, or into reg u la tory guid ance, sits 
within the existing authorisations.

Third, the reg u la tor has a tool already. The con struc -
tion licence appli ca tion comes with safety anal y ses and
doc u men ta tion, and the Pres i dent of the PAA approves
the phys i cal pro tec tion sys tem and may attach con di tions
con cern ing the assur ance of its effec tive ness. Requir ing
the doc u men ta tion to con tain an iden ti fi ca tion of sen si tive 
dig i tal assets, an assign ment of lev els and a descrip tion of
the defen sive archi tec ture calls for no new pro vi sion, only
for that expec ta tion to be stated in the pro ceed ings. The
Ukrai nian reg u la tor went down this road, work ing out
a cat a logue of com puter secu rity jus ti fi ca tion doc u ments
for I&C sys tems [35] and a meth od ol ogy for assessing the
computer security of those systems [42].

One more place deserves a note: the programme
document itself. In the Polish Nuclear Power Programme
the word “cybersecurity” occurs once, and not among the
requirements for the facility, but in the list of fields of
university study relevant to the nuclear programme [23].
The document that frames the whole undertaking treats
cybersecurity as a staffing question, not a design question.

Fourth, Pol ish ter mi nol ogy is needed. The four load -
-bear ing con cepts of the IAEA meth od ol ogy have no
estab lished Pol ish equiv a lents in nor ma tive texts. Until
they exist, every set of doc u men ta tion will trans late them
anew, and the reg u la tor will be assess ing things that go by
dif fer ent names. The Pol ish ren der ings pro posed here
(wraż liwe aktywa cyfrowe, poziom bezpieczeństwa kompu -
te rowego, strefa bezpieczeństwa komputerowego, obron -
na architektura bezpieczeństwa komputerowego) are
offered as a start ing point for dis cus sion, not as a set tle -
ment.
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Fig. 5. Coverage of the elements of the NSS 33-T methodology [17] by Polish provisions — an expert assessment. The compilation does not derive 
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9. Conclusions

Poland is building its first nuclear power plant at
a moment when the international methodology for the
computer security of I&C systems is mature and available.
The IAEA has issued a complete set of guidance: NSS
42-G, NSS 17-T (Rev. 1) and NSS 33-T. The IEC has
supplied a family of standards with a catalogue of controls. 
The material on which requirements can be based exists
and is public.

The Pol ish legal order addresses this sub ject in four
places, but it does so in four dif fer ent lan guages. The
design reg u la tion speaks of reli abil ity and men tions delib -
er ate inter fer ence exactly once, although the IAEA warns
in plain terms that safety anal y sis is not suf fi cient to define
com puter secu rity require ments [20, para. 4.9]. The
Atomic Law refers the sys tems super vis ing the pro cess to
the clas si fied infor ma tion regime, whose 2011 imple ment -
ing reg u la tion reaches beyond con fi den ti al ity to integ rity,
avail abil ity and risk man age ment, with accred i ta tion car -
ried out by the ABW. The amended Act on the National
Cybersecurity Sys tem, in force since 3 April 2026, cov ers
the inves tor hold ing the prin ci pal deci sion as an impor tant
entity, with gen eral duties enforce able within twelve
months, and names the oper a tor of a nuclear power facil ity 
as an essen tial entity only from the moment of obtain ing
the oper at ing licence, roughly a decade away from the
design deci sions those obli ga tions would be meant to
secure. The phys i cal pro tec tion reg u la tion, still that of
2008, does not mention digital systems at all.

The national cybersecurity regime there fore reaches
the inves tor already, but it oper ates with gen eral man age -
ment instru ments alone and con tains none of the I&C-spe -
cific con cepts of the NSS 33-T meth od ol ogy: sen si tive dig i -
tal assets, com puter secu rity lev els, zones, the defen sive
archi tec ture, the data flow rules. The other regimes do not
intro duce them either. With out them, design doc u men ta -
tion and reg u la tory assess ment lack a com mon lan guage,
and the grad ing of require ments remains grad ing by the
con se quence of fail ure, not by the intentional threat.

The con clu sion is not alarm ist, and it is not meant to be. 
The stat u tory frame work con tains every thing needed to
close these gaps: a def i ni tion of the design basis threat that 
lists cyber-attack, a del e ga tion to lay down design require -
ments with an instruc tion to take IAEA rec om men da tions
into account, and the com pe tence of the Pres i dent of the
PAA to approve the phys i cal pro tec tion sys tem and to set
con di tions for its effec tive ness. What is miss ing are the
imple ment ing acts and the guid ance that would trans late
the inter na tional meth od ol ogy into the lan guage of Pol ish
reg u la tory prac tice. The moment for that is now, dur ing
the con struc tion licence proceedings, not after them.

Limitations

This article relies on publicly available documents. I had
no access to the design documentation of the Polish plant,
or to internal regulatory guidance, if any has been
produced. It is therefore possible that some of the
identified gaps are being closed at the level of supervisory
practice that is not public. The coverage assessment in
Figure 5 is an expert judgement and open to debate. The
analysis reflects the legal position as at 11 September 2026; 
given the pace of change in cybersecurity regulation and
the ongoing revision of NSS 33-T, that position needs to be 
rechecked at every later use of this text. I did not analyse
the United States requirements, which may carry practical
significance given the choice of the AP1000 technology.
That is a natural direction for further work.
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