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Abstract: The instrumentation and control (I&C) systems of a modern nuclear power plant are fully digital, and their
compromise may impair nuclear safety functions. The International Atomic Energy Agency has built a dedicated layer of
guidance around this problem (the NSS 42-G implementing guide [21] and the NSS 17-T (Rev. 1) [20] and NSS 33-T [17]
technical guidance), resting on four interlocking concepts: sensitive digital assets, computer security levels, computer
security zones, and the defensive computer security architecture. A parallel family of IEC standards for the nuclear
industry has emerged: IEC 62645 [18], IEC 62859 [16] and IEC 63096 [19]. This paper sets that architecture of
requirements against the Polish legal order at the moment when the investor has filed its application for a construction
licence and the President of the National Atomic Energy Agency has 24 months to decide. Analysis of the legal texts leads
to the conclusion that computer security of nuclear I&C is governed in Poland by four regimes that arose independently of
one another and have never been reconciled: the design-and-safety regime, in which the design requirements regulation
[5] speaks almost exclusively of reliability and devotes a single phrase in § 90(6) to deliberate interference; the classified
information regime, to which Article 36¢(4) of the Atomic Law [1] refers systems supervising the technological process,
together with accreditation carried out by the Internal Security Agency at the “secret” classification level; the physical
protection regime, whose statutory design basis threat lists cyber-attack while the 2008 implementing regulation is silent
on digital systems; and the national cybersecurity regime, which after the amendment of 23 January 2026 [9] covers the
investor holding the principal decision as an important entity and names the operator of a nuclear power facility as an
essential entity from the operating licence. Each regime has a different authority, a different logic and a different trigger
point in the facility life cycle, and none introduces the concepts on which the IAEA methodology rests. The national
cybersecurity regime reaches the project already, but with general management duties only. One practical consequence is
singled out: the IAEA cautions that safety analysis is not sufficient to define computer security requirements because it
does not address mal-operations caused by malicious acts, yet the Polish design regulation grounds those requirements
precisely in reliability analysis. The paper proposes a coverage map of NSS 33-T elements against national provisions and
identifies the gaps that can be closed without amending primary legislation. The work is a review and conceptual study
based solely on analysis of published documents, standards and legal acts. It contains no original research, measurements
or testing. The coverage assessment presented in Figure 5 does not derive from measurement; it is the author’s expert
judgement, calibrated against the content of the documents analysed.

Keywords: computer security, instrumentation and control systems, I&C, nuclear power plant, [AEA, NSS 33-T, IEC
62645, Atomic Law, national cybersecurity system, NIS 2, design basis threat.
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Streszczenie: Systemy kontrolno-pomiarowe i sterowania (1&C) wspdlczesnej elektrowni jgdrowej sqg w calosci cyfrowe,
a ich kompromitacja moze naruszy¢ funkcje bezpieczernstwa jgdrowego. Miedzynarodowa Agencja Energii Atomowej
zbudowala wokdl tego problemu odrebng warstwe dokumentow (przewodnik wdrozeniowy NSS 42-G [21] oraz wytyczne
techniczne NSS 17-T (Rev. 1) [20] i NSS 33-T [17]), opartg na czterech powigzanych pojeciach: wrazliwych aktywow
cyfrowych, poziomow bezpieczeristwa komputerowego, stref bezpieczeristwa komputerowego oraz obronnej architektury
bezpieczeristwa komputerowego. Rownolegle powstala rodzina norm IEC dla przemystu jgdrowego: IEC 62645 [18], IEC
62859 [16] i IEC 63096 [19]. Artykul zestawia te architekture wymagarni z polskim porzgdkiem prawnym w momencie,
w ktorym inwestor zlozyl wniosek o zezwolenie na budowe, a Prezes Parstwowej Agencji Atomistyki ma na decyzje
24 miesigce. Analiza tekstow aktow prawnych prowadzi do wniosku, ze cyberbezpieczeristwo 1&C obiektu jgdrowego jest
w Polsce regulowane przez cztery rezimy, ktore powstaly niezaleznie od siebie i nie zostaly ze sobg uzgodnione: rezim projek-
towo-bezpieczeristwowy, w ktorym rozporzgdzenie o wymaganiach projektowych [5] mowi niemal wylgcznie o niezawodnosci,
a dzialaniu celowemu poswigca jedno wyrazenie w § 90 pkt 6, rezim ochrony informacji niejawnych, do ktorego art. 36¢ ust. 4
Prawa atomowego [1] odsyla systemy nadzorujgce proces technologiczny, wraz z akredytacjg prowadzong przez Agencje
Bezpieczeristwa Wewnetrznego na poziomie klauzuli ,,tajne”; rezim ochrony fizycznej, ktorego ustawowe projektowe zagrozenie
wymienia cyberatak, podczas gdy rozporzgdzenie wykonawcze z 2008 r. milczy o systemach cyfrowych; oraz rezim krajowego
systemu cyberbezpieczeristwa, ktory po nowelizacji z 23 stycznia 2026 r. [9] obejmuje inwestora posiadajgcego decyzje
zasadniczg jako podmiot wazny, a operatora obiektu energetyki jgdrowej wymienia jako podmiot kluczowy od chwili
uzyskania zezwolenia na eksploatacje. Kazdy z tych rezimow ma inny organ, inng logike i inny moment uruchomienia w cyklu
zycia obiektu, a zaden nie wprowadza pojec, na ktorych opiera si¢ metodyka MAEA. Rezim krajowego systemu
cyberbezpieczeristwa obejmuje przedsiewzigcie juz dzis, ale wylgcznie ogolnymi obowigzkami zarzgdczymi. Osobno wskazano
konsekwencje praktyczng: MAEA zastrzega, ze analiza bezpieczeristwa nie wystarcza do zdefiniowania wymagan
bezpieczenstwa komputerowego, poniewaz nie obejmuje wadliwych dzialan spowodowanych aktami zlosliwymi, a polskie
rozporzqdzenie projektowe opiera te wymagania wlasnie na analizie niezawodnosciowej. Artykut proponuje mape pokrycia
elementow NSS 33-T przez przepisy krajowe i wskazuje miejsca, w ktorych luke mozna zamkngc bez zmiany ustawy. Praca ma
charakter przeglgdowo-koncepcyjny: opiera si¢ wylqcznie na analizie opublikowanych dokumentow, norm i aktow prawnych.
Nie zawiera badan wlasnych, pomiaréw ani testow. Zestawienie pokrycia przedstawione na rysunku 5 nie pochodzi z pomiaru,
lecz jest oceng eksperckq autora, skalibrowang wzgledem tresci analizowanych dokumentow.

Stowa kluczowe: cyberbezpieczeristwo, systemy kontrolno-pomiarowe, 1&C, elektrownia jgdrowa, MAEA, NSS 33-T,
IEC 62645, Prawo atomowe, krajowy system cyberbezpieczeristwa, NIS 2, podstawowe zagrozenie projektowe.

1. Introduction the literature [37, 49], but only now is the programme pass-

ing from planning into design.

The Polish nuclear programme has entered a phase in
which questions about computer security stop being
theoretical. On 31 March 2026 the investor, Polskie
Elektrownie Jadrowe (PEJ), filed an application with the
President of the National Atomic Energy Agency
(Panstwowa Agencja Atomistyki, PAA) for a licence to
construct a nuclear facility [24]. Under Article 39a(1)(1) of
the Atomic Law, the President of the Agency issues
a decision in such a case within 24 months of the day the
application is filed together with the required documents
[1]. The proceedings are under way as this text is being
written.

The investment concerns the Lubiatowo-Kopalino site
in the municipality of Choczewo, where three AP1000
reactors supplied by Westinghouse are to stand, with
a total capacity of up to 3750 MWe. The schedule in the
2025 draft update of the Polish Nuclear Power Program-
me, directed to public consultation, foresees construction
licences and the start of construction work, that is the first
nuclear concrete, in 2028, with commercial operation of
the successive units beginning in 2036, 2037 and 2038 [23].
The road to this point was long and has been described in
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A preliminary safety report accompanies the construc-
tion licence application. Under Article 36d(1) and (2) of
the Atomic Law, the investor first carries out safety ana-
lyses, submits them to verification in which entities invol-
ved in developing the facility design may not take part, and
draws up the report on the basis of their results [1]. This is
the document in which the requirements placed on 1&C
systems take binding form, and this is the moment when
they can still be shaped.

Why these dates matter for the subject of this article
follows from a simple property of instrumentation and
control systems: their security architecture is settled at the
design stage, not during operation. The division into
zones, the directions of data flow, the choice of platforms,
the way boundaries between systems of different safety sig-
nificance are realised: all of this is, in practice, irreversible
once the design is closed. If computer security require-
ments are not set now, then in ten years they can at best be
approximated with compensatory measures, in a facility
where every modification of a safety-relevant system is
a heavy, costly procedure requiring regulatory consent.
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The starting point is the IAEA’s observation that new
nuclear facilities use highly integrated digital I&C systems
to handle very large volumes of process data simulta-
neously, with less human involvement than in previous-
-generation designs [17]. The same feature that yields the
efficiency gain creates an attack surface that facilities
designed in the 1970s simply did not have.

The aim of this article is to set the architecture of
requirements that the IAEA and the IEC have built
around I&C computer security against what Polish law
says on the matter, and to point to the places where the
two layers fail to meet. The thesis I put forward is this:
Polish regulation addresses the computer security of
a nuclear facility in four places, but each of those places
speaks a different language and answers to a different
authority. Together they do not add up to a coherent
computer security programme in the sense that NSS 42-G
gives that term [21].

2.Scope, method and limitations

This article is a review and conceptual study. Its material
consists of published documents: IAEA guidance from the
Nuclear Security Series, standards of the International
Electrotechnical Commission, Polish legal acts together
with their consolidated texts, and peer-reviewed literature.
I checked every act of Polish law in the official ELI reposi-
tory maintained by the Chancellery of the Sejm, which
records the title, the promulgation address, the status in
force and the full text. The quoted passages of statutes and
regulations were read in the original, not through secon-
dary accounts.

What this text does not contain needs saying at the
outset. There are no original studies, measurements,
penetration tests or analyses of specific installations. Nor
is there any information about vulnerabilities of the Polish
project, partly because none is public, and partly because
publishing such things would be irresponsible regardless of
their availability. Every number in the text comes from
a cited document and is marked as such.

One point requires a separate reservation. Figure 5,
discussed in section 8, presents the elements of the NSS
33-T guidance set against their coverage by national provi-
sions. It is not the result of measurement or of a compu-
tational method. It is the author’s expert judgement,
calibrated against the content of the documents analysed,
and as such it is open to debate. I offer it because without
such a juxtaposition the scale of the difference is hard to
show, but the reader should treat it as an argument, not as
a measurement.

The author is a cybersecurity practitioner, not a nuclear
engineer. The perspective of this text is that of protecting
industrial process control systems, carried over onto the
ground of nuclear regulation with all the caution such
a transfer demands.

3. Why nuclear facility I&C is a special case

Transplanting office IT practice into control systems ends
badly, and the industry literature has described this many
times [30, 50]. In a nuclear facility the differences are
sharper still.

The first difference is that the order of protection goals
reverses. In information systems, confidentiality usually
comes first. In I&C, what matters above all is the integrity
of the signal and the availability of the function: a false
temperature reading, or a blocked reactor trip signal, is
a problem of a different category from a leaked document.
The TAEA states this outright, listing the consequences of
compromise of an I&C function in order from the worst:
the function remains undetermined, with the effects of
compromise producing an unnoticed change in the design
or operation of the system; the function behaves unexpect-
edly but observably for the operator; the function fails; the
function performs as expected, meaning the compromise
does not affect it adversely [17, para. 2.21]. The worst case
is not failure but a silent change in system behaviour that
nobody notices. Detecting precisely such changes is a re-
search strand of its own, covering methods for detecting
falsified process signals [46, 53].

The second difference is the length and rigidity of the
life cycle. An 1&C platform chosen at the design stage
operates for decades. A software update in a protection
system is not a routine action but a modification that
requires verification and validation to be repeated. The
“patch fast” habit of general IT is here not so much diffi-
cult as formally prohibited without the proper procedure.
This also shapes the way security testing can be performed,
which must be subordinated to the operational regime of
the facility [47].

The third difference, the least obvious one, is that
a security measure can itself become a hazard to nuclear
safety. The IAEA devotes a separate block of guidance to
it. A badly designed protective measure can introduce new
failure modes into the system, increase the probability of
spurious actuation and undermine the system’s ability to
perform its safety function reliably; the example given is
improperly implemented antivirus protection inside an
[&C system, which adds complexity, adds latency and itself
creates a new attack path [17, para. 3.37]. The guidance
distils this into a rule: neither normal nor abnormal opera-
tion of any computer security measure should adversely
affect the ability of the I&C system to perform its safety
function [17, para. 3.44]. The failure modes of the protec-
tive measures themselves are to be identified, documented
and included in the system hazard analyses [17, para. 3.45].
The OECD Nuclear Energy Agency reached similar
conclusions when analysing the impact of cybersecurity
features on digital safety systems [48].

The resolution of the conflict is unambiguous, and it is
sometimes quoted inaccurately, so I quote it precisely. If
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a conflict arises between nuclear safety and security, the
solutions adopted for nuclear safety are maintained, but
the operator is to seek a solution that complies with the
computer security requirements; compensatory measures
reducing the risk to an acceptable level are to be imple-
mented, supported by full justification and risk analysis,
and they should not rest solely on administrative measures
for an extended period. The sentence closing that para-
graph reads: the absence of a security solution should
never be accepted [17, para. 3.49]. Nuclear safety wins the
dispute over a particular measure, but it releases no one
from the duty to secure the system.

This relationship has a standard of its own. IEC 62859
[16] deals exclusively with coordinating nuclear safety and
cybersecurity: it is meant to optimise the introduction of
cybersecurity provisions into 1&C architectures and sys-
tems, to prevent conflicts between the two, and to help
identify and exploit synergies. It is built of three parts: the
1&C architecture as a whole, the level of the individual
system, and organisational and procedural matters.

4. The IAEA requirements architecture

4.1. The document hierarchy

The TAEA guidance on computer security is layered.
I reconstruct the layers here, because they decide which
document governs what (Fig. 1).

At the top stand the Nuclear Security Fundamentals
and the Recommendations. These include above all
NSS 13, the recommendations on the physical protection
of nuclear material and nuclear facilities known as
INFCIRC/225/Rev. 5 [11], and NSS 20, which defines the
objective and essential elements of a state’s nuclear secu-

IAEA — Nuclear Security Series

Fundamentals and recommendations
NSS 13 (INFCIRC/225/Rev. 5) - NSS 20

!

NSS 42-G - implementing
guide (2021)

<
N\
N
\

NSS 17T (Rev. 1) iR N

techniques (2021)

(2018)

Related
NSS 23-G - NSS 10-G (Rev. 1) - NSS 7

Parallel family — IAEA Safety Standards
SSG-39 - GSR Part 2

1&C systems ~

rity regime [12]. Below them sits the implementing guide
NSS 42-G [21], issued in 2021. It is the first IAEA docu-
ment to cover computer security as a whole: the roles of
the state and of entities, the national strategy, the elements
of computer security programmes and the sustaining
activities. Lower still lie the technical guidance documents:
NSS 17-T (Rev. 1) on computer security techniques for
nuclear facilities [20], issued in 2021 as a revision of the
2011 document, and NSS 33-T of 2018 [17], devoted solely
to I1&C systems. The division of labour between these two
is distinct: NSS 17-T (Rev. 1) describes computer security
risk management at the level of the whole facility, from
defining the scope and characterising the facility, through
threat characterisation, to the specification of require-
ments [20, para. 4.10]. NSS 33-T descends to the level of
the individual 1&C system and its life cycle. NSS 42-G
itself describes this relationship, referring the reader to
NSS 33-T and NSS 17-T (Rev. 1) for more detailed
guidance, examples of the technical implementation of
measures, and risk management. The set is completed by
NSS 23-G on the security of nuclear information [13] and
by the documents on the design basis threat [22] and on
nuclear security culture [10].

For a practitioner the most important document is NSS
33-T, because it is the only one in this family written
specifically for instrumentation and control systems. Its
guidance is arranged in four chapters: key concepts, the
risk-informed approach, the 1&C system life cycle, and
activities in the individual phases of that cycle; the last of
these chapters alone runs to 226 numbered paragraphs. Its
counterpart on the nuclear safety side is SSG-39, on the
design of 1&C systems for nuclear power plants [14], and
on the management side, GSR Part 2 [15].

One thing has to be noted here, and it matters to
anyone who wants to rely on these documents in licensing

IEC — subcommittee SC 45A

IEC 62645:2019 (2nd ed.)
1&C cybersecurity requirements

! v

IEC 62859 IEC 63096:2020
safety and controls catalogue
~~security coordination per IEC 62645

Catalogue basis
ISO/IEC 27002 for I1&C

General automation
IEC 62443, a different regime

The IAEA says what to achieve. The IEC says how.

Fig. 1. The hierarchy of IAEA documents and IEC standards on the computer security of nuclear facilities. Author’s own elaboration based on the
content and reference lists of NSS 42-G [21] and NSS 33-T [17] and on the descriptions of IEC 62645 [18], IEC 62859 [16] and IEC 63096 [19].
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proceedings. NSS 33-T dates from 2018, and its reference
list still cites NSS 17 of 2011 and IEC 62645:2014, both of
which have since been superseded. A revision of NSS 33-T
is in preparation. Invoking this document in design docu-
mentation therefore requires checking that the standards
it cites onward are not already outdated. The earlier edi-
tion of NSS 17 was, for that matter, the subject of a critical
analysis of attack scenarios, which pointed to the limita-
tions of the approach as it then stood [27].

4.2. Four load-bearing concepts

The whole IAEA methodology rests on four concepts that
hold one another up. I give the definitions after the NSS
42-G glossary [21].

Sensitive digital assets (SDA) are sensitive informa-
tion assets that are computer-based systems or parts of
such systems. Sensitive information assets comprise any
equipment or components used to store, process, control
or transmit sensitive information, including control
systems, networks and information systems. Identifying
SDAs is the first step: until it is known what is being
protected, the later stages have no foundation.

A computer security level is the strength of protection
required to meet the computer security requirements for
a function associated with physical protection, nuclear
safety, nuclear material accounting and control, or the
management of sensitive information. NSS 17-T (Rev. 1)
gives a concrete scale: levels are numbered from 5, requi-
ring the weakest protection, to 1, requiring the strongest,
with systems containing sensitive digital assets placed at
levels 1 to 3, and the remaining digital assets at levels 4 and

Level 5 — weakest protection
office networks, administrative systems

Level 4
support systems, data archiving

Level 3

Level 2
process control systems

sensitive digital
assets (SDA)

Level 1 — strongest protection
reactor protection system

Je—— e e e —

5 [20, para. 3.24]. Requirements attach to the level, while
the choice of a specific measure remains a design decision,
dependent on the architecture and technology of the asset
concerned [20, para. 3.23]. NSS 33-T stresses at the same
time that computer security levels and nuclear safety
classes are distinct, though related, concepts [17, para.
2.24]. The operator assigns the level on the basis of the
potential consequences of failure or malfunction of the
system, including behaviour departing from the design or
from the failure modes assumed in the safety analysis. The
level is a property of the system itself and does not depend
on its environment [17, para. 2.27]. Practical experience of
categorising I1&C systems by level has been described by
the Ukrainian nuclear regulator in a series of articles [28,
32, 35, 42], one of the few public accounts of this process
from a regulator’s perspective.

A computer security zone is a group of systems with
common physical or logical boundaries that have been
assigned a common computer security level in order to
simplify administration, communication and the applica-
tion of protective measures. All systems in a zone are
protected at the most stringent level present in that zone
[17, para. 2.28]. The consequence is practical: a communi-
cation device performing functions of low significance, but
placed in the zone of the reactor protection system, recei-
ves that system’s level, because it can be used to compro-
mise it [17, para. 2.30].

The defensive computer security architecture binds
the above into a design solution. The operator is to define
an overall defensive architecture in which every 1&C sys-
tem has an assigned level and is protected in accordance
with the corresponding requirements [17, para. 4.132]. The

>

permitted flow

from the more stringent level
to the weaker one: a one-way,
deterministic pathway,
secure on failure

opposite direction (dashed line): strongly discouraged;
an exception requires full justification and risk analysis

Measures at the boundaries of neighbouring levels use different technologies.
Remote access to the most stringent level is impossible in this construction.

Fig. 2. Computer security levels, zones and data flow rules in the defensive computer security architecture. A conceptual diagram based on
NSS 17-T (Rev. 1) [20], para. 3.24 (the five-level scale and the placement of sensitive digital assets), and NSS 33-T [17], paras 2.28-2.30 and
4.132-4.143 (zones, boundaries, flow rules). The assignment of specific systems to levels is an example illustrating the rule, not a depiction of any

real installation.
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architecture is to make it possible to prevent attacks,
detect them, delay them, mitigate their consequences and
recover from them [17, para. 4.133].

4.3. Architecture rules and defence in depth

Several construction rules follow from the architecture
chapter. They are what translates the concepts into design
decisions (Fig. 2).

Computer security boundaries are introduced between
systems of different levels [17, para. 4.134], and data flow
between zones of different levels, as well as between sys-
tems within the same level, is subject to control based on
risk assessment [17, para. 4.135]. Systems at the highest
level are connected to systems at lower levels only through
one-way, deterministic communication pathways operat-
ing in a fail-secure mode, with the direction of flow restric-
ted to transmission from higher-level systems to lower-
-level systems; exceptions are strongly discouraged and
may be considered only case by case, with full justification
and risk analysis [17, para. 4.136]. The document notes on
this occasion that some Member States take the view that
exceptions should not be allowed at all. Remote access to
systems at the highest level is impossible in this construc-
tion, which follows directly from the one-way restriction on
outbound traffic.

Technical measures applied inside a zone or at its boun-
dary are to use technologies different from those applied
at neighbouring levels and boundaries, which provides
diversity of protection [17, para. 4.140]. Wireless com-
munication in systems at the most stringent level is consi-
dered problematic, because a secure boundary is difficult
to assure for it [17, para. 4.138].

Defence in depth against compromise is, in this metho-
dology, more than technical layering. It consists of multi-
ple layers of measures that must fail or be bypassed for an
attack to progress, but it also includes maintaining
a programme of measures that assess, prevent, detect,
protect, respond, mitigate and recover [17, para. 4.142].
The requirement closing this block is a strong one: no
single failure within or between the defensive layers should
invalidate the protection as a whole [17, para. 4.143]. This
carries over to security the same principle that nuclear
safety described long ago and in detail [31], with the
difference that here the layers face an adversary rather
than a probability distribution. The design of systems
robust against compromise has also received dedicated
treatment [44].

4.4, The graded approach

The IAEA requires requirements to be graded according
to risk, and it says what is to be taken into account: the
significance of the 1&C system’s function both for nuclear
safety and for security; the identified and assessed threats
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to the facility; the attractiveness of the system to a poten-
tial adversary; the vulnerabilities of the system; the opera-
ting environment; and the potential consequences that
compromise of the system could cause, directly or indi-
rectly [17, para. 2.20]. Requirements are defined in
proportion to the potential consequences of an attack [17,
para. 2.21].

Two items on that list have no counterpart in purely
reliability-based thinking: attractiveness to an adversary,
and threat assessment. Reliability asks how often some-
thing fails. Security asks who would want to break it, and
why. These are different questions, and they lead to
different designs.

The IAEA says as much directly when listing the inputs
to computer security risk management for a facility.
Among them is the safety analysis of the facility’s com-
puter systems, with a caveat: that analysis may serve to
define computer security requirements, but it is not suffi-
cient for the purpose, because it does not cover all mal-
-operations, in particular those caused by malicious acts
[20, para. 4.9]. I return to this caveat in section 7, in assess-
ing the Polish design regulation. The literature supplies
tools for ordering this second perspective: a taxonomy of
attacks on the digital environment of a nuclear power
plant [40] and a framework for assessing attack scenarios
by relative difficulty of execution and consequence [41].

5. The IEC family of standards

The IAEA guidance describes what is to be achieved. The
IEC standards describe how to do it in engineering terms,
and they form a coherent family prepared by subcommit-
tee SC45A (Fig. 1). Their genesis and mutual relations are
discussed at greater length in the literature [43, 51].

IEC 62645 [18] is the base document. The second edi-
tion, of November 2019, replaced the 2014 edition and
changed the title along the way: from requirements for
security programmes for computer-based systems to
cybersecurity requirements for instrumentation, control
and electrical power systems of nuclear power plants. The
standard establishes requirements and guidance for devel-
oping and maintaining computer security programmes for
programmable digital I&C systems, and it defines mea-
sures for preventing, detecting and responding to mali-
cious acts committed by digital means. It is the source of
the concept of security degrees, to which the other stan-
dards of the family refer.

IEC 62859 [16] is responsible for coordinating nuclear
safety and cybersecurity, as discussed above.

IEC 63096 [19], of October 2020, supplies a catalogue
of security controls, recommended and optional, graded
according to the security degrees defined in IEC 62645.
The catalogue builds on the controls of ISO/IEC 27002,
with the original requirements modified, refined or sup-
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plemented where this proved necessary from the perspec-
tive of programmable digital 1&C systems. The standard
addresses both the 1&C of new plants and the modernisa-
tion of existing facilities. It is also the standard the IAEA
cites in NSS 42-G when discussing security measures.

The construction of this family has one distinct advan-
tage: it avoids carrying over wholesale the provisions of
IEC 62443, which was written for industrial automation in
general [26]. The zone-based approach is similar in both
families [57], but the nuclear requirements take account of
safety classification, qualification requirements and
a modification regime that general automation does not
have. A separate issue, beyond the scope of this article, is
the interface between a nuclear power plant and the power
system, and the couplings that follow from it [45].

6. What the documented incidents teach

Incidents call for caution, because accounts circulate in
this field that do not survive confrontation with the source.
I confine myself to what the operator confirmed or what
peer-reviewed analysis established (Fig. 3). A broader
treatment of the cases from a nuclear security perspective
can be found in a handbook chapter [52].

Stuxnet (2010) remains the reference case, because it
showed that malicious software can be written for a speci-
fic configuration of industrial controllers and can alter the
behaviour of the process while presenting the supervision
system with a picture of normal operation [25]. Its sig-
nificance for nuclear regulation is twofold. It demonstra-
ted that separating a network from the Internet is not
a safeguard in itself. It also enacted precisely the worst-
-case scenario the IAEA describes as an unnoticed change
in the operation of a system. The IAEA cites an analysis of
this case as the first item in the NSS 33-T reference list.

documented incidents
international response (IAEA, IEC)
Polish law

Stuxnet KHNP

Korea Hydro and Nuclear Power (2014) is the case
in which reactor documentation, manuals and employees’
personal data leaked, the entry vector being the phishing
of people connected with the operator and its subsidiaries.
Control systems were not breached [33]. The lesson is
therefore not a direct threat to unit operation but some-
thing subtler: the design documentation of I&C systems is
itself a sensitive asset, because it shortens an adversary’s
path to preparing an attack. That is exactly how the JAEA
defines sensitive information and sensitive information
assets [13, 21].

Kudankulam (2019) supplied the case of malicious
software present in the administrative network of a power
plant. The operator, Nuclear Power Corporation of India,
confirmed on 30 October 2019 that malware had been
detected. It concerned, according to the operator, a single
computer connected to the administrative network; the
operational networks controlling the two 1000 MW units
are entirely separate from it [36]. With all due caution
towards operators’ statements, the case illustrates the
IT-OT boundary as the real point at which the scale of an
incident is decided, and it is an argument for that boundary
being designed rather than assumed.

The common lesson of these three cases is that network
separation works exactly as well as it was designed and is
maintained. The literature has described mechanisms for
carrying data across the boundaries of networks assumed
to be isolated [34]. The IAEA addresses this directly,
requiring that removable media, portable devices and
other temporary equipment that needs access to a system
be used only within a single zone or a defined set of zones
[17, para. 2.29]. A separate thread, not developed here, is
the insider threat, which has its own literature [29, 54] and
its own JAEA documents.

Kudankulam

NSS 17

physical protection design regulation
regulation § 85, § 90

|
| | I
oBs 2010 T >8> 2014 2016

NSS 33-T
IEC 62645 2nd ed.

v

20‘18 2050 !OIZZ 2OI24 2(’26

NSS 42-G
NSS 17-T Rev. 1

IEC 63096

cybersecurity act
(NIS 2)

Fig. 3. Chronology of documented incidents relevant to the computer security of nuclear facilities and of the regulatory response. The
compilation includes only incidents confirmed by the operator or described in peer-reviewed literature [25, 33].
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7. The Polish legal framework

Set against the above, national law can be summarised in
one sentence: the computer security of nuclear facility
1&C is regulated in Poland in four places, which came into
being independently and have never been reconciled with
one another (Fig. 4).

7.1. The first regime: design requirements

The basis is the Regulation of the Council of Ministers of
31 August 2012 on the nuclear safety and radiological
protection requirements to be taken into account in the
design of a nuclear facility [5]. It devotes two provisions to
ICT systems (systemy teleinformatyczne).

Paragraph 85 concerns the situation in which the
correct operation of a system important to nuclear safety
and radiological protection depends on the reliable
functioning of an ICT system. It then requires appropriate
standards and procedures to be implemented and applied
throughout the period of the system’s use, in particular in
the software development cycle. Subparagraph 2 requires
the reliability level of the hardware and software to be
commensurate with the importance of the system for the
fulfilment of safety functions. Subparagraph 3 requires the
adopted reliability level to include safety margins
compensating for the uncertainties of analysis arising from
the complexity of the system.

Paragraph 90 adds six requirements for ICT systems
used in safety systems, in particular in the protection sys-
tem: high quality requirements commensurate with the sig-
nificance of the system; systematic documentation and
review of the development process, together with the con-
trol, testing and acceptance of design changes; confirma-
tion of high reliability by a specialist independent of the

designer and the supplier; diverse technical solutions
where safety functions are of fundamental significance for
reaching and maintaining safe shutdown; consideration of
common cause failures caused by software errors; and, in
point 6, the introduction of protection against accidental
or deliberate interference (zabezpieczenia przed przypad-
kowa lub rozmyslng ingerencja) with the operation of the
system.

The proportions of these provisions speak for them-
selves. Five of the six requirements of § 90, and the whole
of § 85, concern quality and reliability: the development
cycle, documentation, independent verification, common
cause failures. That is the language of safety engineering,
and on its own terms it is sound. Intentional action recei-
ves a single expression: the word “deliberate” (rozmyslng)
in point 6, in a sentence that places it beside accidental
interference. For comparison, NSS 33-T develops the
same subject matter across four chapters of numbered
guidance, of which the chapter on life-cycle activities alone
contains 226 paragraphs, and IEC 63096 supplies a full cat-
alogue of controls. I am not arguing that the design regula-
tion should contain such a catalogue; that is not its role.
I am arguing that a single adjectival aside does not create
a basis on which a regulator could assess a defensive com-
puter security architecture, because it defines neither the
concepts nor the criteria.

Here the IAEA caveat quoted in section 4.4 returns.
Safety analysis of a facility’s computer systems is not suffi-
cient to define computer security requirements, because it
does not cover mal-operations caused by malicious acts
[20, para. 4.9]. The Polish design regulation does exactly
what that paragraph warns against: it builds the require-
ments for ICT systems solely on the ground of reliability
analysis. This bears directly on the licensing proceedings,
because the preliminary safety report is drawn up precisely

the period in which irreversible I&C architecture decisions are made

applies from the design stage
Design regime — nuclear safety

reg. Dz. U. 2012 poz. 1048, §§ 85 and 90 -

Classified information regime
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1 . . : .
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Fig. 4. The four regulatory regimes applicable to the computer security of nuclear facility I&C in Poland, set against the phases of the facility life
cycle. Author’s own elaboration based on the texts of the legal acts [1, 2, 5, 9]. Schedule dates after the 2025 draft update of the Polish Nuclear

Power Programme [23].
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on the basis of the safety analyses conducted under Article
36d(1) of the Atomic Law [1].

What these provisions do not contain is telling as well.
There are no computer security levels, no zones, no requi-
rement to identify sensitive digital assets, no one-way data
flow rule, no requirement of diverse technologies at zone
boundaries. There is also no obligation to take a threat
assessment into account when defining the requirements
for a system, and that is precisely the element that distin-
guishes security from reliability.

7.2. The second regime: protection
of classified information

The second place is Article 36¢c(4) of the Atomic Law [1].
The provision states that ICT systems forming elements of
the critical ICT infrastructure (teleinformatyczna infra-
struktura krytyczna) intended for supervising the course of
the technological or production process in nuclear facili-
ties are designed, built and operated in a manner meeting
the ICT security requirements laid down in the provisions
on the protection of classified information for systems and
networks used to process classified information bearing
the “secret” (tajne) classification. The authority compe-
tent for the accreditation of these systems and networks is
the Internal Security Agency (Agencja Bezpieczefistwa
Wewnetrznego, ABW).

This is the only provision in Polish nuclear law that
places real, enforceable ICT security requirements on the
systems supervising the technological process, together
with a procedure for confirming them. Its construction
deserves attention, though, because it has three conseq-
uences.

The first concerns the logic of the requirements. The
classified information regime exists to prevent disclosure,
but its technical layer is broader than confidentiality alone.
The requirements to which Article 36¢(4) refers are laid
down in the Regulation of the Prime Minister of 20 July
2011 on basic ICT security requirements [4]. Its § 5(1)
obliges the protection of confidentiality, integrity and
availability alike; § 5(2) requires risk management, limited
trust towards other systems, layered protection and secu-
rity testing; § 18 spans the entire period of the system’s
operation; and § 20 requires the identification of resour-
ces, threats, vulnerabilities and safeguards. Read together
with the accreditation procedure, this is a real security-
-management regime, not an access-control annex. What it
is not is an I&C regime. It grades nothing by the conse-
quences of a compromised control function, and it knows
none of the NSS 33-T concepts: no levels, no zones, no
defensive architecture, no one-way data flows. Accredita-
tion at the “secret” level therefore covers more of the NSS
33-T problem than a confidentiality-only reading would
suggest; it still does not cover the whole of it.

The second concerns scope. The provision covers sys-
tems intended “for supervising the course of the techno-
logical or production process”. The IAEA methodology
covers all systems whose compromise could adversely
affect nuclear safety or security, together with the principle
of assigning auxiliary devices to the level of the zone in
which they are placed [17, para. 2.30]. A scope based on
the supervisory function and a scope based on the poten-
tial consequences of compromise do not coincide.

The third concerns the authority. Accreditation is car-
ried out by the ABW, an authority other than the Presi-
dent of the PAA, who approves the physical protection
system and issues licences. NSS 42-G discusses the division
of roles between the state and the operator and underlines
the need for coherence of the whole regime [21]; the dis-
persal of competences is not a defect in itself, but it calls
for a coordination mechanism.

7.3. The third regime: physical protection
and the design basis threat

Physical protection is a regime in its own right: it has its
own authority, its own approval moment and its own logic.
It is also where the TAEA places computer security: NSS
13 treats it as an element of facility protection [11].

The Polish Regulation of the Council of Ministers of 4
November 2008 on the physical protection of nuclear
material and nuclear facilities [2], still in force, contains
not a single reference to ICT, computer or information
systems. I checked this directly in the text of the act. The
regulation dates from 2008, which is to say before Stuxnet,
before NSS 17 and before the entire layer of IAEA
documents described in section 4. This is the most direct
gap and, at the same time, the easiest to close, because
closing it does not require amending the statute.

The statute itself is more modern in this respect than its
implementing act. The definition of the design basis threat
contained in the Atomic Law includes the characteristics
of entities that may seek to commit acts such as theft,
unauthorised use, cyber-attack, an act of terror or sabo-
tage, and this threat is taken into account in developing the
physical protection system [1]. The statute requires the
design basis threat to be taken into account in the develop-
ment, approval and review of physical protection systems
(Article 41n), and it is drawn up by the President of the
PAA in consultation with the competent authorities (Arti-
cle 410), which corresponds to the construction recom-
mended by the IAEA [22]. The current revision of that
guidance, NSS 10-G (Rev. 1) of 2021, matters here in its
own right: it brings computer security into the national
threat assessment and sets out, step by step, how a design
basis threat that includes cyber threats is developed, main-
tained and used [22]. The bridge between the statutory
mention of cyber-attack and a working, cyber-inclusive
design basis threat therefore already exists at the method-
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ological level. The President of the PAA also has, within
the scope of oversight, the right to demand access for
inspection to the networks or ICT systems used in the
physical protection system of the inspected facility.

We therefore have a situation in which the statute lists
cyber-attack among the design basis threats and gives the
regulator an inspection tool, while the implementing act
defining the content of physical protection is silent about
digital systems. The statutory basis for filling this gap
already exists.

7.4. The fourth regime:
the national cybersecurity system

The fourth place is the newest. The Act of 23 January 2026
amending the Act on the National Cybersecurity System
and certain other acts [9], promulgated on 2 March 2026,
implements the NIS 2 Directive [8] by amending the 2018
statute [7]. Under its Article 49, it enters into force one
month after the day of promulgation, that is on 3 April
2026.

Three of its elements matter for the subject of this arti-
cle. In Annex 1, covering the essential sectors, a subsector
“Nuclear energy” has been distinguished within the
Energy sector. The type of entity indicated is an entity
operating a nuclear power facility within the meaning of
the Act on the preparation and implementation of invest-
ments in nuclear power facilities and associated invest-
ments [3]. The statute also fixes the moment at which the
operator of a nuclear power plant becomes an essential
entity. It is the day it obtains the operating licence referred
to in Article 4(1)(2) of the Atomic Law, or the day it
obtains a concession for the generation of electricity or
heat under the Energy Law, whichever comes first.

The operator is not the only addressee. Under Article
5(2)(5) of the amended statute, an investor for a nuclear
power facility which has obtained the principal decision is
an important entity, regardless of its size, and Annex 2 lists
the corresponding sector, investments in nuclear power.
Article 8 attaches the obligations of chapter 3 to essential
and important entities alike, and under Article 33(1) of the
amending act an entity that met the criteria on the day the
amendment entered into force has twelve months to
implement them. The investor obtained the principal
decision in July 2023, before filing the construction licence
application [24], so it met those criteria on 3 April 2026
and its general cybersecurity obligations fall due within
a year of that date.

The nuclear programme thus enters the national
cybersecurity regime explicitly, on two tracks: the investor
as an important entity now, the operator as an essential
entity from the operating licence. That is a qualitative
change from the previous state. It does, though, raise the
question of what each track carries, and when.
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The two tracks differ in content. The investor’s obliga-
tions are the general management duties of chapter 3:
a security management system, risk analysis, incident han-
dling, documentation. They bind the investor as an organi-
sation, and none of them speaks the language of 1&C: no
sensitive digital assets, no computer security levels or
zones, no defensive architecture, no data flow rules. The
operator’s obligations, attached to the essential-entity sta-
tus, arrive with the operating licence or the concession,
which on the current schedule means around 2036 [23]. By
then the facility will have gone through commissioning,
whose requirements a separate regulation governs [6], and
the 1&C systems will already be installed and tested. So the
regime reaches the project today, but what reaches it is
a general management toolkit; the I&C architecture being
settled now, at the design stage, is addressed by neither
track.

The relation to the other regimes has not been settled
either. The investor is already an important entity under
the national cybersecurity system; the operator will
simultaneously be an essential entity under that system,
the addressee of the ABW accreditation requirements
under Article 36c(4) of the Atomic Law, and an entity
overseen by the President of the PAA as regards physical
protection and nuclear safety. Each of these regimes has
its own authority, its own procedure for confirming
conformity and its own reporting duties. The literature on
the implementation of NIS 2 in the energy sector describes
this type of regime overlap as a recurring problem [56], as
do analyses of cybersecurity standards in the electricity
sector [38, 39]. In the Polish setting, the relation between
cybersecurity and the protection of critical infrastructure
has already been the subject of legal analysis [55].

8. Coverage map and gaps

The juxtaposition in Figure 5 puts the above in order.
I took the elements of the NSS 33-T methodology as the
axis and checked whether, and where, each finds a coun-
terpart in national law. I repeat the reservation from
section 2: this is an expert judgement based on a reading of
the texts, not a measurement.

Five elements have no counterpart in national law at all.
There is no obligation to identify and inventory sensitive
digital assets. There are no computer security levels as
a normative category, and no computer security zones.
There is no requirement to present a defensive computer
security architecture as an element of the documentation.
There are no rules for data flow between levels, including
the one-way rule for connections with systems at the
highest level.

Three elements are covered in part. Grading of requi-
rements exists, but in its reliability version: § 85(2) of the
design regulation ties the reliability level to the importance
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Fig. 5. Coverage of the elements of the NSS 33-T methodology [17] by Polish provisions —an expert assessment. The compilation does not derive
from measurement; it is the author’s judgement based on a reading of the texts of the legal acts and guidance.

of the safety function, which is grading by consequence,
not by threat. Life cycle requirements are present and
quite developed, except that they concern the quality of
production, not resistance to attack; for the systems under
Article 36¢(4), § 18 of the 2011 regulation adds security
duties spanning the system’s whole period of operation [4].
Protection against intentional action exists as a norm, in
§ 90(6), but without operational content.

Three elements are covered in a way I consider suffi-
cient at the statutory level. The inclusion of intentional
threats in threat assessment is ensured by the definition of
the design basis threat, which lists cyber-attack, and by
Article 41n, with the methodology for a cyber-inclusive
threat assessment supplied by NSS 10-G (Rev. 1) [22].
Security management on the organisational side is covered
by the national cybersecurity regime: for the investor, as an
important entity, already now, with the twelve-month
implementation period of Article 33(1); for the operator,
from the operating licence. Access control and the protec-
tion of confidentiality are covered by Article 36¢c(4) and
the classified information regime, whose 2011 implement-
ing regulation reaches beyond confidentiality to integrity,
availability, risk management and security testing [4].

Four practical conclusions follow from this pattern.

First, the gap is largest where decisions are hardest to
reverse. The elements not covered at all (assets, levels,
zones, architecture and data flows) are settled in the
design. The elements covered well (management, report-
ing, access control) can be introduced later. The distribu-
tion of the gaps is the inverse of the distribution of
urgency.

Second, the shortest remedial path does not run
through the statute. The delegation in Article 36¢(3) of the
Atomic Law directs the Council of Ministers to lay down
the design requirements taking into account the recom-
mendations of the JAEA and WENRA. The delegation
concerning physical protection allows the content of the

protection system to be regulated. The design basis threat
lists cyber-attack, and the President of the PAA draws it
up. Introducing the concepts of computer security into the
implementing regulations, or into regulatory guidance, sits
within the existing authorisations.

Third, the regulator has a tool already. The construc-
tion licence application comes with safety analyses and
documentation, and the President of the PAA approves
the physical protection system and may attach conditions
concerning the assurance of its effectiveness. Requiring
the documentation to contain an identification of sensitive
digital assets, an assignment of levels and a description of
the defensive architecture calls for no new provision, only
for that expectation to be stated in the proceedings. The
Ukrainian regulator went down this road, working out
a catalogue of computer security justification documents
for 1&C systems [35] and a methodology for assessing the
computer security of those systems [42].

One more place deserves a note: the programme
document itself. In the Polish Nuclear Power Programme
the word “cybersecurity” occurs once, and not among the
requirements for the facility, but in the list of fields of
university study relevant to the nuclear programme [23].
The document that frames the whole undertaking treats
cybersecurity as a staffing question, not a design question.

Fourth, Polish terminology is needed. The four load-
-bearing concepts of the IAEA methodology have no
established Polish equivalents in normative texts. Until
they exist, every set of documentation will translate them
anew, and the regulator will be assessing things that go by
different names. The Polish renderings proposed here
(wrazliwe aktywa cyfrowe, poziom bezpieczenistwa kompu-
terowego, strefa bezpieczenistwa komputerowego, obron-
na architektura bezpieczefistwa komputerowego) are
offered as a starting point for discussion, not as a settle-
ment.
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9. Conclusions

Poland is building its first nuclear power plant at
a moment when the international methodology for the
computer security of I&C systems is mature and available.
The TAEA has issued a complete set of guidance: NSS
42-G, NSS 17-T (Rev. 1) and NSS 33-T. The IEC has
supplied a family of standards with a catalogue of controls.
The material on which requirements can be based exists
and is public.

The Polish legal order addresses this subject in four
places, but it does so in four different languages. The
design regulation speaks of reliability and mentions delib-
erate interference exactly once, although the IAEA warns
in plain terms that safety analysis is not sufficient to define
computer security requirements [20, para. 4.9]. The
Atomic Law refers the systems supervising the process to
the classified information regime, whose 2011 implement-
ing regulation reaches beyond confidentiality to integrity,
availability and risk management, with accreditation car-
ried out by the ABW. The amended Act on the National
Cybersecurity System, in force since 3 April 2026, covers
the investor holding the principal decision as an important
entity, with general duties enforceable within twelve
months, and names the operator of a nuclear power facility
as an essential entity only from the moment of obtaining
the operating licence, roughly a decade away from the
design decisions those obligations would be meant to
secure. The physical protection regulation, still that of
2008, does not mention digital systems at all.

The national cybersecurity regime therefore reaches
the investor already, but it operates with general manage-
ment instruments alone and contains none of the I&C-spe-
cific concepts of the NSS 33-T methodology: sensitive digi-
tal assets, computer security levels, zones, the defensive
architecture, the data flow rules. The other regimes do not
introduce them either. Without them, design documenta-
tion and regulatory assessment lack a common language,
and the grading of requirements remains grading by the
consequence of failure, not by the intentional threat.

The conclusion is not alarmist, and it is not meant to be.
The statutory framework contains everything needed to
close these gaps: a definition of the design basis threat that
lists cyber-attack, a delegation to lay down design require-
ments with an instruction to take IAEA recommendations
into account, and the competence of the President of the
PAA to approve the physical protection system and to set
conditions for its effectiveness. What is missing are the
implementing acts and the guidance that would translate
the international methodology into the language of Polish
regulatory practice. The moment for that is now, during
the construction licence proceedings, not after them.
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Limitations

This article relies on publicly available documents. I had
no access to the design documentation of the Polish plant,
or to internal regulatory guidance, if any has been
produced. It is therefore possible that some of the
identified gaps are being closed at the level of supervisory
practice that is not public. The coverage assessment in
Figure 5 is an expert judgement and open to debate. The
analysis reflects the legal position as at 11 September 2026;
given the pace of change in cybersecurity regulation and
the ongoing revision of NSS 33-T, that position needs to be
rechecked at every later use of this text. I did not analyse
the United States requirements, which may carry practical
significance given the choice of the AP1000 technology.
That is a natural direction for further work.
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