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CHAPTER ONE 
INTRODUCTION

Security controls are the safeguards or countermeasures employed within a system or an organization to protect the confidentiality, integrity, and availability of the system and its information and to manage information security[footnoteRef:1] risk. Privacy controls are the administrative, technical, and physical safeguards employed within a system or an  [1:  The two terms information security and security are used synonymously in this publication.] 

organization to manage privacy risks and to ensure compliance with applicable privacy requirements[footnoteRef:2]. Security and privacy controls are selected and implemented to satisfy security and privacy requirements levied on a system or organization. Security and privacy requirements are derived from applicable laws, executive orders, directives, regulations, policies, standards, and mission needs to ensure the confidentiality, integrity, and availability of information processed, stored, or transmitted and to manage risks to individual privacy.[image: ] [2:  [OMB A-130] defines security and privacy controls.] 

	
EVIDENCE OF CONTROL IMPLEMENTATION 


During control selection and implementation, it is important for organizations to consider the evidence (e.g., artifacts, documentation) that will be needed to support current and future control assessments. Such assessments help determine whether the controls are implemented correctly, operating as intended, and satisfying security and privacy policies—thus, providing essential information for senior leaders to make informed risk-based decisions.









CHAPTER THREE 
THE CONTROLS 
3.1. SECURITY AND PRIVACY CONTROLS AND CONTROL ENHANCEMENTS


· Focus on the security and privacy functions and capabilities required for mission and business success and the protection of information and the privacy of individuals, irrespective of the technologies that are employed in organizational systems; 
_______________________________________________________________________________________________ 




• Analyze each security and privacy control for its applicability to specific technologies, environments 
 
1  




of operation, mission and business functions, and communities of interest; and 
• Specify security and privacy policies as part of the tailoring process for controls that have variable parameters. 

The additional needed protection measures are obtained from the other controls in the catalog. Federal Information Processing Standards, Special Publications, and Interagency/Internal Reports provide guidance on selecting security and privacy controls that reduce risk for specific technologies and sector-specific applications, including smart grid, cloud, healthcare, mobile, industrial control systems, and Internet of Things (IoT) devices.[footnoteRef:3] NIST publications are cited as references as applicable to specific controls in Sections 3.1 through 3.20. [3:  For example, [SP 800-82] provides guidance on risk management and control selection for industrial control systems.  ] 
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Figure 2: A general SCADA system layout showing control center devices, communications equipment, and 888 field sites

3.7.1. IDENTIFICATION AND AUTHENTICATION 
Quick link to Identification and Authentication Summary Table (Table C-7)

IA-2 IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS)
Control Enhancements: 
(1) IDENTIFICATION AND AUTHENTICATION (ORGANIZATIONAL USERS) | MULTI-FACTOR AUTHENTICATION TO PRIVILEGED ACCOUNTS 

Implement multi-factor authentication for access to privileged accounts. 
Discussion: Multi-factor authentication requires the use of two or more different factors to achieve authentication. The authentication factors are defined as follows: something you know (e.g., a personal identification number [PIN]), something you have (e.g., a physical authenticator such as a cryptographic private key), or something you are (e.g., a biometric). Multi-factor authentication solutions that feature physical authenticators include hardware authenticators that provide time-based or challenge-response outputs and smart cards such as the U.S. Government Personal Identity Verification (PIV) card or the Department of Defense (DoD) Common Access Card (CAC). In addition to authenticating users at the system level (i.e., at logon), organizations may employ authentication mechanisms at the application level, at their discretion, to provide increased security. Regardless of the type of access (i.e., local, network, remote), privileged accounts are authenticated using multi-factor options appropriate for the level of risk. Organizations can add additional security measures, such as additional or more rigorous authentication mechanisms, for specific types of access. 
Related Controls: AC-5, AC-6. 


	
	

	

	
	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	
	

	
	

	
	

	
	
	

	
	

	
	
	

	
	

	

 



Table 10. IA-1            IDENTIFICATION AND AUTHENTICATION POLICY AND PROCEDURES

	IA-1            IDENTIFICATION AND AUTHENTICATION POLICY AND PROCEDURES 

	
	ASSESSMENT OBJECTIVE: 
Determine if the organization: 

	
	IA-1(a)(1) 
	IA-1(a)(1)[1] 
	develops and documents an identification and authentication policy that addresses: 

	
	
	
	IA-1(a)(1)[1][a] 
	purpose; 

	
	
	
	IA-1(a)(1)[1][b] 
	scope; 

	
	
	
	IA-1(a)(1)[1][c] 
	roles; 

	
	
	
	IA-1(a)(1)[1][d] 
	responsibilities; 

	
	
	
	IA-1(a)(1)[1][e] 
	management commitment; 

	
	
	
	IA-1(a)(1)[1][f] 
	coordination among organizational entities; 

	
	
	IA-1(a)(1)[2] 
	defines personnel or roles to whom the identification and authentication policy is to be disseminated; and 

	
	
	IA-1(a)(1)[3] 
	disseminates the identification and authentication policy to organization-defined personnel or roles; 

	
	IA-1(a)(2) 
	IA-1(a)(2)[1] 
	develops and documents procedures to facilitate the implementation of the identification and authentication policy and associated identification and authentication controls; 

	
	
	IA-1(a)(2)[2] 
	defines personnel or roles to whom the procedures are to be disseminated; 

	
	
	IA-1(a)(2)[3] 
	disseminates the procedures to organization-defined personnel or roles; 

	
	IA-1(b)(1) 
IA-1(b)(1) 
	IA-1(b)(1)[1] 
	defines the frequency to review and update the current identification and authentication policy; 

	
	
	IA-1(b)(1)[1] 
	defines the frequency to review and update the current identification and authentication policy; 

	
	IA-1(b)(2) 
	IA-1(b)(2)[1] 
	defines the frequency to review and update the current identification and authentication procedures; and 

	
	
	IA-1(b)(2)[2] 
	reviews and updates the current identification and authentication procedures with the organization-defined frequency. 

	
	POTENTIAL ASSESSMENT METHODS AND OBJECTS: 
Examine: [SELECT FROM: Identification and authentication policy and procedures; other relevant documents or records]. 
Interview: [SELECT FROM: Organizational personnel with identification and authentication responsibilities; organizational personnel with information security responsibilities].  





TABLE C-7: IDENTIFICATION AND AUTHENTICATION FAMILY


	CONTROL 
NUMBER 
	CONTROL NAME 
CONTROL ENHANCEMENT NAME 
	IMPLEMENTED BY 
	ASSURANCE 

	IA-1 
	Policy and Procedures 
	O 
	√ 

	IA-2 
	Identification and Authentication (Organizational Users) 
	O/S 

	IA-2(1) 
	MULTI-FACTOR AUTHENTICATION TO PRIVILEGED ACCOUNTS 
	S 

	IA-2(2) 
	MULTI-FACTOR AUTHENTICATION TO NON-PRIVILEGED ACCOUNTS 
	S 

	IA-2(3) 
	LOCAL ACCESS TO PRIVILEGED ACCOUNTS 
	W: Incorporated into IA-2(1). 

	IA-2(4) 
	LOCAL ACCESS TO NON-PRIVILEGED ACCOUNTS 
	W: Incorporated into IA-2(2). 

	IA-2(5) 
	INDIVIDUAL AUTHENTICATION WITH GROUP AUTHENTICATION 
	O/S 

	IA-2(6) 
	ACCESS TO ACCOUNTS — SEPARATE DEVICE 
	S 

	IA-2(7) 
	NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS — SEPARATE DEVICE 
	W: Incorporated into IA-2(6). 

	IA-2(8) 
	ACCESS TO ACCOUNTS — REPLAY RESISTANT 
	S 

	IA-2(9) 
	NETWORK ACCESS TO NON-PRIVILEGED ACCOUNTS — REPLAY RESISTANT 
	W: Incorporated into IA-2(8). 

	IA-2(10) 
	SINGLE SIGN-ON 
	S 

	IA-2(11) 
	REMOTE ACCESS — SEPARATE DEVICE 
	W: Incorporated into IA-2(6). 

	IA-2(12) 
	ACCEPTANCE OF PIV CREDENTIALS 
	S 

	IA-2(13) 
	OUT-OF-BAND AUTHENTICATION 
	S 

	IA-3 
	Device Identification and Authentication 
	S 

	IA-3(1) 
	CRYPTOGRAPHIC BIDIRECTIONAL AUTHENTICATION 
	S 

	IA-3(2) 
	CRYPTOGRAPHIC BIDIRECTIONAL NETWORK AUTHENTICATION 
	W: Incorporated into IA-3(1). 

	IA-3(3) 
	DYNAMIC ADDRESS ALLOCATION 
	O 

	IA-3(4) 
	DEVICE ATTESTATION 
	O 

	IA-4 
	Identifier Management 
	O 

	IA-4(1) 
	PROHIBIT ACCOUNT IDENTIFIERS AS PUBLIC IDENTIFIERS 
	O 

	IA-4(2) 
	SUPERVISOR AUTHORIZATION 
	W: Incorporated into IA-12(1). 




1.1 Background 
Title III of the E-Government Act, entitled the Federal Information Security Management 
Act (FISMA), requires each federal agency to develop, document, and implement an agency-wide information security program to provide information security for the information and information systems that support the operations and assets of the agency, including those provided or managed by another agency, contractor, or other source. System security planning is an important activity that supports the system development life cycle (SDLC) and should be updated as system events trigger the need for revision in order to accurately reflect the most current state of the system.
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