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Cooperation with the industry 
in cybersecurity...?
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Legal background - KSC Law
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http://orka.sejm.gov.pl/opinie8.nsf/nazwa/2505_u/$file/2505_u.pdf

LAW
of 5 July 2018
on a National Cybersecurity System

http://orka.sejm.gov.pl/opinie8.nsf/nazwa/2505_u/$file/2505_u.pdf


Legal background - KSC Law
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Chapter 9

Tasks of the minister responsible for digitization

Art. 45. 1 The minister in charge of digitization is responsible for:

1) monitoring the implementation of the Cybersecurity Strategy of the Republic of Poland The Polish 

National Strategy, hereinafter referred to as "the Strategy", and the implementation of action plans for its

implementation;

2) recommending areas of cooperation with the private sector in order to increase of the cybersecurity of the 

Republic of Poland;

3) the preparation of annual reports concerning:

a) serious incidents reported by key service providers which affect the continuity of their key services in 

the Republic of Poland and the continuity of key services provided in Member States of the European 

Union,

b) significant incidents reported by digital service providers, including incidents involving two or more 

Member States of the European Union;

4) carrying out information activities on good practices, programmes educational, awareness-raising and 

building campaigns and training cyber security awareness, including safe use from the Internet by different 

categories of users;

http://orka.sejm.gov.pl/opinie8.nsf/nazwa/2505_u/$file/2505_u.pdf

http://orka.sejm.gov.pl/opinie8.nsf/nazwa/2505_u/$file/2505_u.pdf


Legal background - National Cybersecurity Strategy and its 
objectives
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RESOLUTION NO 125

COUNCIL OF MINISTERS

of 22 October 2019

on the Cybersecurity Strategy of the Republic of Poland for 2019-2024

http://prawo.sejm.gov.pl/isap.nsf/download.xsp/WMP20190001037/O/M20191037.pdf

4.2 Main objective

Increasing resistance to cyber threats and information protection

in the public, military and private sectors and the promotion of knowledge and good practice

enabling citizens to better protect their information.

4.3 Specific objectives

Specific objective 1. Develop a national cyber security system.

Specific objective 2. Improve the resilience of administration information systems

the public and private sector and the achievement of the capacity to be effective

to prevent and respond to incidents.

Specific objective 3. Strengthening national security capacity

in cyberspace. 

Specific objective 4. Building social awareness and competences in the field of

cyber security.

Specific objective 5. building a strong international position of the Republic of Poland in

cybersecurity area. 

http://prawo.sejm.gov.pl/isap.nsf/download.xsp/WMP20190001037/O/M20191037.pdf


Legal background - National Cybersecurity Strategy and its 
objectives
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http://prawo.sejm.gov.pl/isap.nsf/download.xsp/WMP20190001037/O/M20191037.pdf

7.2 A focus on developing cooperation between the public and private sectors 

Ensuring security in cyberspace requires a joint effort by the private, public and citizens. The 

government will continue to build an effective system of public-private partnerships based on 

trust and shared responsibility for cybersecurity. 

At the same time, the public administration will improve its capacity to initiate and run 

cybersecurity projects. The government will also actively engage in existing and emerging 

forms of European public-private cooperation and thus promote Polish business internationally. 

In order to pursue a new vision of the country's development and support the innovativeness of 

the Polish economy, it will be important to build a support system for research and development 

projects in the field of cybersecurity, carried out in cooperation between the scientific world and 

commercial enterprises. 

http://prawo.sejm.gov.pl/isap.nsf/download.xsp/WMP20190001037/O/M20191037.pdf


PWCyber Program -
Assumptions
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PWCyber – Basic Assumptions
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1. Voluntary and active participation in the Programme – non-binding
nature

2. Format of partnership

3. No financial commitments

4. Confidentiality clause for designated information (NDA)

5. Possibility of other entities to join - with the agreement of both 
parties



PWCyber – Trust and Security
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The PWCyber Programe, due to the need to build trusted relationships with technology partners, is 
open to companies originating/based in countries with established formal relationship between the 
national security authorities with Poland:

• European Union, 

• The North Atlantic Treaty Organisation

• NATO partner countries 

In the current phase of the program development, the participation of non-EU, NATO and NATO 
partner countries is not foreseen

The accession of companies to the PWCyber Program requires the identification of government
resources to actively implement cooperation within the Program

Past practice has shown that it takes approximately six months to agree on the scope and plan of 
joint activities under the PWCyber before signing the Agreement



PWCyber Program 
Architecture
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Areas of PWCyber cooperation - as an inspiration 
rather than a closed list
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1. Enhancing public administration competences in the field of 
cybersecurity

2. Exchange of information on cyber threats

3. Preparing recommendations on cybersecurity

4. Preparation and conduct of cybersecurity assessment and 
certification

5. Disseminating information on innovations in cybersecurity



1. Enhancing public administration competences in 
the field of cybersecurity
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Improving competences of National Cybersecurity System actors in terms of threat 
awareness, methods of attacks in cyberspace and legal, organizational and technical skills to 
counter threats in ICT systems and networks. Actions in this area may include in particular:

• sharing and developing training materials (including multimedia) and information on 
training paths to improve the skills of users and staff responsible for cybersecurity in the 
use of the products and services offered

• organization of trainings and workshops events, among other things, to present methods 
of using security functions, including mechanisms that improve resistance to cyber attacks 
and increase the level of information protection

• conducting awareness-raising campaigns, organizing competitions on best practices in 
the use of products and services that enhance cyber security



2. Exchange of information on cyber threats

• Identification of vulnerabilities and risks

• Exchange of information and development of methods for reporting and 
handling incidents

• Organisation and participation in the exercises
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3. Cybersecurity recommendations

Preparation of recommendations in the field:

• configuration of devices and services

• software security desing

• service integration 

in a way that maximises the effectiveness of Security Baselines
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4. Cybersecurity Assessment and Certification

• Development of new test methods

• Preparation of new evaluation criteria

• Participation and promotion of cybersecurity certification of products and 
services
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5. Promoting information on innovations in 

cybersecurity

• Promoting innovative solutions and projects in the field of cyber security 

• Building partnerships with National Cybersecurity System stakeholders 
interested in developing, testing and implementing new solutions

Ministry of Digital Affairs – Department of Cybersecurity 16



PWCyber Program 
Implementation…
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Government Security Program – example of cooperation with Microsoft
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First MoU within PWCyber - Samsung
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https://www.gov.pl/web/cyfryzacja/ministerstwo-cyfryzacji-i-samsung-podpisaly-porozumienie-na-rzecz-cyberbezpieczenstwa

https://www.gov.pl/web/cyfryzacja/ministerstwo-cyfryzacji-i-samsung-podpisaly-porozumienie-na-rzecz-cyberbezpieczenstwa


5G context in PWCyber – Cisco, Ericsson and Nokia
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https://www.gov.pl/web/cyfryzacja/cyberbezpieczenstwo--kolejne-firmy-z-porozumieniem

https://www.gov.pl/web/cyfryzacja/cyberbezpieczenstwo--kolejne-firmy-z-porozumieniem
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Example – PWCyber Implementation Plan with Cisco



Polish Crypto Company in PWCyber – Krypton Polska
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https://www.gov.pl/web/cyfryzacja/pierwsza-polska-firma-przystapila-do-programu-wspolpracy-w-cyberbezpieczenstwie-pwcyber

https://www.gov.pl/web/cyfryzacja/pierwsza-polska-firma-przystapila-do-programu-wspolpracy-w-cyberbezpieczenstwie-pwcyber


AI in Cyberbecurity within PWCyber - IBM
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https://www.gov.pl/web/cyfryzacja/minister-cyfryzacji-we-wroclawiu-cyberbezpieczenstwo-i-nowe-technologie-w-sztuce

https://www.gov.pl/web/cyfryzacja/minister-cyfryzacji-we-wroclawiu-cyberbezpieczenstwo-i-nowe-technologie-w-sztuce


European cryptography and OT in PWCyber - THALES
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https://www.gov.pl/web/cyfryzacja/prezydent-francji-w-polsce-wspolpraca-w-obszarze-cyberbezpieczenstwa-priorytetem

https://www.gov.pl/web/cyfryzacja/prezydent-francji-w-polsce-wspolpraca-w-obszarze-cyberbezpieczenstwa-priorytetem


Polish OT company in PWCyber - Dynacon
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https://www.gov.pl/web/cyfryzacja/cyberbezpieczenstwo-kolejna-polska-firma-przystapila-do-naszego-programu

https://www.gov.pl/web/cyfryzacja/cyberbezpieczenstwo-kolejna-polska-firma-przystapila-do-naszego-programu


Global ICT vendor in Poland joins PWCyber - DELL
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- It's an important agreement. DELL is one of the giants of the 

global market for modern technological solutions. What's more, it 

is also a firm firmly rooted in Poland, as evidenced even by its 

factory in Łódź - said Minister of Digital Affairs Marek Zagórski 

during the signing ceremony. And this one took place at the DELL 
factory in Łódź.

https://www.gov.pl/web/cyfryzacja/dell-polska-dolacza-do-programu-pwcyber

https://www.gov.pl/web/cyfryzacja/dell-polska-dolacza-do-programu-pwcyber


And …
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• Further partners in the negotiations to join the PWCyber
• Akamai

• Amazon Web Services

• FireEye

• Fundacja Bezpieczna Cyberprzestrzeń (Cyberspace Foundation) - PL

• HakingDebt - PL

• Media (MediaRevovery) -PL

• Oracle

• PaloAlto

• Smartech

• Trend Micro

• VS Data - PL



PWCyber during COVID-19

Support for remote Public Administration – Home Office:

• Cisco 

• Microsoft

• Dell/VMWare

Support for Education – Distant Learning

• Cisco

• IBM

• Microsoft

Ministry of Digital Affairs – Department of Cybersecurity 28



Thank you for your attention
Robert Kosla

robert.kosla@mc.gov.pl

sekretariat.dc@mc.gov.pl

Twitter: @robertkosla
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